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This paper summarizes the final results of a studyanalyzing different Guidance,
Navigation and Control (GN&C) architectural approaches for fault tolerance in National
Aeronautics and Space Administration’s (NASA’s) creved and robotic exploration space
systems. GN&C systems were decomposed into simplailding block subunits of sensors,
computers, and actuators and various forms of subuhinterconnection were defined for
investigation. The resulting subunit/interconnectimm construct was used as a top-level
abstraction for building candidate GN&C system architectures. This model was
implemented using Massachusetts Institute of Techtagy’s (MIT’s) Object Process Network
(OPN) modeling language in order to more easily emmerate possible architectures and
ultimately identify which of these architectures hae optimal properties. Dual and triple
redundant GN&C system architectures, employing diférent classes of components, were
modeled using the OPN language. The model assumeeérfect coverage — 100-percent
accuracy in detecting and isolating a failure. Witlin the constraints of the model, all possible
architectures were rigorously enumerated and the wght/reliability trade-offs of cross-
strapping components and using more than one typeg component were assessed. The study
results indicate it is possible to produce nearly lapotentially optimal GN&C architectures
using generic connections between low-reliability amponents. The identified optimal
architectures reveal a preference to increase GN&Gystem redundancy of lighter, less
reliable components rather than using smaller numbes of more reliable, heavy components.
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Nomenclature

CEV = Crew Exploration Vehicle

CLv = Crew Launch Vehicle

CxP = Constellation Program

GN&C = Guidance, Navigation and Control

IMU = Inertial Measurement Unit

MIT = Massachusetts Institute of Technology

NASA = National Aeronautics and Space
Administration

NESC = NASA Engineering and Safety Center

OPN = Object Process Network

I. Background

T the core of NASA's future space exploration iturn to the Moon, where we will build a sustaiedbong-

term human presence. As the Space Shuttle appmaeti;ement and the International Space Stati@isne
completion, NASA’s Constellation Program (CxP) Bsijning and developing the next fleet of Amerispace-
faring vehicles to bring astronauts back to the Moand possibly to Mars and beyond. In order to tntleeir
exploration goals, NASA’s CxP will have to acquémed operate a number of new human-rated systercis,asuthe
Orion Crew Exploration Vehicle (CEV), the Ares-1e@r Launch Vehicle (CLV), and the Altair Lunar Lamde
along with other elements for crew transportatiery.( in-space propulsion stages), lunar habitatiod mobility.
Robotic systems will include lunar robotic orbiterhicles and robotic lunar landers. Commonalityexploration
system hardware, and software elements offers giperéunity to significantly increase sustainability reducing,
both nonrecurring and recurring cost and/or rigkparticular the potential benefit of common GN&@amics and
flight software is considerable, not only in th&ial development effort, but in validation and Wieation, and more
importantly in the ongoing maintenance efforts ammemental upgrades that will occur over the ¢ifele of these
exploration spacecraft. With commonality of the oalil components of this system, there is moreiliked that
ground control and communications systems coulthede more common, yielding a multiplier effect. S’pbaper
summarizes the final results of a comparative assest of robotic and human-rated GN&C system agchital
approaches. This study was performed by a combwidd and Draper Laboratory team as part of a preacti
GN&C “discipline-advancing” activity sponsored HetNASA Engineering and Safety Center (NESC).

This study effort was primarily driven by the obssion, both on the part of NESC and MIT, that GN&C
systems for exploration prominently stand out amatlg the future spacecraft systems, as an areaewher
commonality might be of greatest benefit. This campive assessment of robotic and human-rated Gigstem
architectural approaches was undertaken as a fuendaistep towards understanding the opportunitied
limitations of GN&C commonality across the CxP fitgelements.

Il. Introduction

CxP has created a need to develop new robotic amai-rated space systems. In an attempt to infiredesign
of the most collectively reliable and cost-effidieaystems possible, the NESC sponsored a commpsalitly for
GN&C systems through the MIT and Draper LaboratorBy modeling, enumerating, and comparing singdifi
GN&C architectures using simple metrics, this résgl paper presents sound reasoning for makingaicert
architectural choices which, when implemented, Wdutther these reliability and cost-efficiency {pa

In the 2007 AIAA paper, “A Comparison of GN&C Arc¢bctural Approaches for Robotic and Human-Rated
Spacecraft” (Ref. 2), different architectural apgroes for fault tolerance in guidance, navigatiand control
(GN&C) systems were analyzed at the topmost leVak study broke down the GN&C systems into simple
subunits, i.e., sensors, computers, and actuandsanalyzed how the components were interconnettes paper
expands upon the previous 2007 paper written byathikors. It uses the previous paper’s subunitiptenection
construct as a top-level abstraction for buildirgreliminary model of GN&C system architectures.
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Although never before used to model GN&C systenhiggctures, the OPN modeling language was used with
great success to model mission and hardware artiniés (see Ref. 3 and Ref. 5 for details). OPA vésual and
computable meta-language that assists with syssectstecting tasks. OPN is typically used to ddmerand
partition the space of architectural alternativgsnerate and enumerate the set of instances dbleaystem
models, and then simulate and order the performanetics of each model. This language combinesalisu
representation on Pareto plots with mathematicaflefiog and provides a modeling framework in whithisi
relatively easy to add new options to understarel d@ffect of new technologies and different confidiams.
Moreover, as proven in this study, the OPN langua@g@plicable to many “levels” of a given architge.

Candidate GN&C system architecture models wereemphted using the OPN modeling language in order to
more easily enumerate possible architectures amdately identify which architectures have optinpabperties.
Following the basic procedure employed in the alreferences and using Ref. 2 to provide the backgtdor the
top-level abstraction used in the model, OPN wasessfully employed in the models described inphiser.

Partial 2 x 2 systems (i.e., systems with up td dedundancy per component class for two compookasses)
and 3 x 2 systems (systems with up to triple redonogl per component class for two component classes}
modeled in OPN. Within the constraints of these ef®dall possible architectures were rigorouslyreerated and
the weight/reliability trade-offs of cross-strapgpicomponents and using more than one type of coemionere
assessed.

The described models assume perfect coverage pdi@@nt accuracy in detecting and isolating a ffailThe
models also assume that more reliable componemdstéebe heavier, more costly, and/or more comfgit#o deal
with. Given these assumptions, it was found thatemmeliable components are only beneficial in sngtring
systems or systems with single point failures.gjdtimal architectures employing component redungamald be
produced from generic connections and the leastiieltype of component from each component class.

According to Ref. 2, a GN&C system can be represkntith sensors, computers, actuators, and hove thes
components are interconnected. Given this abstradtie completed OPN model discussed in this pagpeesents
all possible GN&C architectures within a given sétconstraints. The constraints are defined asntimaber of
component classes, the maximum component redundaregch component class, and the number of conmpone
types for each class.

In this paper, sensors, computers, and actuatdrbevidefined as “component classes.” The termigplt x J
OPN model” will be used to describe a model with tap“l” redundancy per component class and up to “J
component classes. In other words, J = 2 couldydas® a model which only has sensors or which b#s densors
and computers. J = 3 could designate a model witka's, with sensors and computers, or with sensongputers,
and actuators. If J = 3 and | = 2, this could desig a system with up to two sensors, two compugerd two
actuators. This paper will discuss OPN 2 x 2 and23nodels and touch on their applicability to » 3 model.

For the purpose of simplicity, it will be assumédttthere are only three different types of compts@ossible
for each component class. In reality, three segmes might include a sun sensor, star tracker, eandnertial
Measurement Unit (IMU). However, to be more genetypes will not be designated so specifically eytiwill
instead be referred to as type A, type B, and §pe

As a first pass, all enumerated architectures eatuated based on two specific metrics: reliabiityd weight.
Note that, with some exceptions, both complexitgt aost increase as weight increases; thus, wesghtgiood first
order approximation for these metrics.

Section Il of this paper will discuss the desidrthee simple 2 x 2 model, section IV will give fhar details on
the model, and Section V will discuss the desigthefmore complicated 3 x 2 model. Section VI witamine the
application of reliability and weight metrics toetlenumerated architectures. Finally, Section Vhatedes and
describes the model’s future iterations.

.  A*2x2” GN&C System

This section begins the discussion of the desigh@® x 2 model. Even with just four component®(sensors
and two computers), many architectures can be ekéffor a 2 x 2 system based on how the componests a
interconnected. Each of these architectures wileldifferent total weight and different total rddikty.
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Sensor 1 Computer 1 Sensor 1 Computer 1 Sensor 1 Computer 1

Sensor 2 Computer 2 Sensor 2 Computer 2 Sensor 2 Computer 2

Channelized Hybrid Cross-Strapped
Figure 1. Three possible 2 x 2 systems.

Figure 1 depicts three possible 2 x 2 architectufé® reliability R of the three models is shownTiable 1
where gis the reliability of sensor j and is the reliability of computer k.

Table 1. Reliability expressions for the 2 x 2 sysins in Figure 1.

Architecture Reliability

Channelized R =8C + $C, — SGSC

Hybrid R =8C; + $C + $C — $C1C — §9C1 — S0 +
$1561C2

Cross-Strapped R 5@ + SC — §C1C; + $C1 + $C — $C1C2 — SHC1
— 28S,C1C; + 2§5,C1C2 — SSC2 + 295C1Cr — SC1C;

It is important to note that, no matter what thehitecture, the reliability of any 2x2 model candenerated by
taking the cross-strapped expression for R and ¢fierinating terms from the expression for conratdi which do
not exist and therefore do not contribute to systelmbility.

Additional indicator variables are added to thessrstrapped reliability expression to specify whietms to
eliminate. These indicator variables are correlatgth the interconnections between components. Azam
indicator variable represents a connection whem@asindicator variable equal to zero represents asing
connection.

Using the methodology described, the following gahexpression for R is obtained:

R = §i11C1 + Si12C; — Si11112C1C; + $i21C1 + Si22C2 — $i21122C1C2 — SSi11121C1 — §Sel11122C1C2 — §Si12121C1C, +
$192i11112121C1C2 + Sl 11i21122C1C — S 12122C2 + S5l 11112122182 + Sl 12121125C1C2 — SISl 11112121122C1C2
where j is the reliability of the connection between serjsand computer k if such a connection exists snd
otherwise.

As a sanity check, the reliability expressionstfer channelized and hybrid architectures abovebeaderived
from the general expression. Assuming perfect cotme reliability, i.e., j = 1 for all connections in the
architecture, the channelized and hybrid architestwould be represented by the indicator varialvieEable 2.
Plugging these indicator variables into the genexalession gives the same reliability expressiofisable 1.

Table 2. Indicator for the channelized and hybrid 2x 2 systems in Figure 1.

Architecture i1 i1 21 22
Channelized 1 0 0 1
Hybrid 1 0 1 1

V. Details on the Model

This section gives further detail on the 2 x 2 mob#ke the previously mentioned 3 x 2 and 3 x 3dais, the 2
x 2 OPN model can be viewed as a sophisticated Rettmodel. In a Petri net model, information-sigrtokens
move via directed arcs from transitions to placed flom places to transitions. Note that there in@aymore than
one directed arc feeding from or to a transitiorptace. Upon arrival at a transition, a token isstomed, some
processing is done, and, if appropriate, new toleasntroduced in the places dictated by the tBakarcs leading
from the transition.

The sequence of transitions in any of the discu8B#l models is a sequence of decision points. &hea
decision point, a token is replicated with mulity equal to the number of possible decisions. irfiermation
stored in each token represents a unique possiblétecture. Taken together, the tokens enumeratgoasible
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architectures given an initial set of constraifittokens are collected when they completely pggie through the
model for analysis.
Figure 2 is a visual representation of the OPNglexitree for the 2 x 2 model and the following sfins are
the decision points:
* How many sensors?
o lor2
» Type assignment for sensors?
o If only one sensor, choose SensorA, SensorB, osd@€n
o If two sensors, choose two of the same type ofaemsone of each of two types (possible
combinations: AA, AB, AC, BB, BC, and CC)
¢ How many computers?
o 1lor2
» Type assignment for computers?
o If only one computer, choose ComputerA, ComputerB8ZomputerC
o If two computers, choose two of the same type aofijmater or one of each of two types (possible
combinations: AA, AB, AC, BB, BC, and CC)
» Which sensors are connected to computer 17?
0o Justsensor 1
o Just sensor 2 (if sensor 2 exists)
o Both sensor 1 and 2 (if sensor 2 exists)
 If computer 2 exists, which sensors are connectedinputer 2?
o Justsensor1
o Just sensor 2 (if sensor 2 exists)
o0 Both sensor 1 and 2 (if sensor 2 exists)
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__final.state

No sensor connections to Computer 2
) "4 Sensor 1 connected to Computer 2

Sensor 2 connected to Computer 2 '
AN
Sensors 1.and 2 connected to Computer 2

Connections to Computer 2

__init._state

How many sensors?

Type assignment for 1 sensor

Sensor Type A
‘ Sensor Type B
Computer Type A

Senson Type C
Computer Type B

Sensor 1 connected to Computer 1

nsor 2 connected to Computer 1
Sensors 1 and 2 connected to Computer

Type assignment for 2 sensors
Sensor Types'AA

" ' Sensor Types AB
‘v
Sensor Types AC ‘
‘ Sensor-Types BB

Sensor-Types BC

Sensor Types CC

Connections t6 Computer-1

' Type assignment for 1 computer

Computer-Types AA
~ Computer-Types AB
Computer-Types BB Computer Types BC

Computer Types CC

Type assignment for 2 computers

.k

How many-computers?

Figure 2. The 2 x 2 OPN decision tree.

During the process of token propagation, the nundfecomponents, component types, and connectioms ar
continuously updated for later use in reliabiliblaulations. In addition, the current weight of gystem is updated
at execution time.

Each component type is given its own unique rditgand weight based on the specific make and rhofithe
component. These values were based on real comisoben modified slightly to facilitate analysis.

Reliabilities are dependent upon the failure ratehe component and the desired operational timetHe
component. The relationship is governed by the mjud& = e™, where) is the failure rate and t is the operational
time. Operational time is user defined and basetheriength of the proposed mission. An operatidinad of t =
10 years was used in the models discussed in #iierp Other component properties are illustrate@iaible 3 and
Table 4.
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Table 3. Component properties for sensor types A, ,Band C.

Sensor Type A B C
Failure Rate A (/year) 0.00015 0.0001 0.00005
Reliability R 0.9985 0.999 0.9995
Weight (dimensionless) 3 6 9
Table 4. Component properties for computer types AB, and C.

Computer Type A B C
Failure Rate A (/year) 0.0001 0.00004 0.00002
Reliability R 0.999 0.9996 0.9998
Weight (dimensionless) 3 5 10

Two additional weights and one additional reliapilvere also included in the model. A “connectioaight”
and a “dissimilar component penalty” were includeensure that weight continues to approximate d¢exity and
cost. Cross-strapping components may not add miagsigal weight to the overall system, but it suratids to the
complexity and cost of the system. Similarly, deglwith more than one type of sensor and/or conpaiteo
increases complexity and cost. Hence, adding thdsiional weights where appropriate worked asrst fitep
toward reality.

The weights associated with connections and difminiomponents were chosen to be consistent with th
weights of sensors and computers. To do so, asgumsptad to be made. Connections were considerée,tat
most, one-third of the complexity of the averagmpater. In addition, the weight penalty for disdanicomponents
was set such that it was not larger than the hstasensor or the heaviest computer.

These logical assumptions dictated a certain rasfgeveight values used for connections and dissimila
component parameters. However, rather than presepexact values for these weights, multiple OPN nvare
executed varying one of the parameters each tirasuding the connection reliability would be gredlen that of
a computer, the nine OPN scenarios are illustristddble 5.

Table 5. Connection reliabilities, connection weigis, and dissimilar component penalties for each OPN
scenario run.

OPN Scenario 1] 2 3 4 5 6 7 8 9
Connection 1 1 1 0.99995 0.99995 0.99995  0.9999 0.9p99
Reliability
Connection o0 O
Weight

(dimensionless)
Dissimilar 0 6 9 0 6 9 0 6 9
Component
Penalty

(dimensionless)

0.5 0.5 0.5 5/3

V. A*3x2"GN&C System

This section discusses the design of the 3 x 2 mémplementation of the 3 x 2 OPN model is vempigar to
that of the 2 x 2 model with two notable exceptioRsese exceptions relate to the reliability foranfdr the overall
system and the removal of duplicate architectuwremhserve memory.

The reliability formula is much more complicated finese larger models and must be handled diffigrent
Although reliability is still calculated after OPddmpletes execution, it can no longer be easilgutated by hand
for implementation in Excel. Instead, symbolic MAAB was used to multiply out the formula and a MATBA
script was used to insert the correct “i” indicat@lues where appropriate. Only after this manigatawas
performed could the reliability be imported bactoiixcel for implementation.

In addition, care had to be taken to ensure nateathre was represented more than once in the Im@daning
a larger 3 x 2 OPN model would take an inordina@ant of time and computer memory. It was found teatain
architectures could be represented in multiple igométions and this was not taken into account ey 2 x 2
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model® By producing tokens for all possible configurasoof the same architecture, the model took muchemor
time and used much more memory than necessary.

An example duplicate architecture is shown in Fégdir A1 and A2 represent the same architecture sindoth
cases, one sensor of type A is connected to a demplitype A, the other sensor A is connected tmmputer A
and a computer B, and a sensor of type B is coadetd a computer of type C. A3 represents a diftere
architecture, however, since both sensors of tyjeefconnected to a computer of type B.

[ Sensor 1 Computer 1] [ Sensor 1 Computer 1] [ Sensor 1 Computer 1] A
[ sensor 2 Computer 2] [ sensor 2 Computer 2] [ sensor 2 Computer 2] | B
[ Sensor 3 }——— Computer 3] [ Sensor 3 }———— Computer 3] [ Sensor 3 }——— Computer 3] | C

Figure 3. Determination of duplicate architectures.

The process of eliminating duplicate architectusegan by choosing a representative set of senpes tgnd
computer types. Ten possibilities were chosen presentative orderings of the three sensor typesabso the three
computer types: AAA, AAB, AAC, ABB, ACC, ABC, BBEBBC, BCC, and CCC.

Al in Figure 3 represents a connection pattern éetwthree adjacent components. This connectioarpatias
four connections: Sensor 1 is connected to comduyteensor 2 is connected to both computer 1 antpuater 2,
and sensor 3 is connected to computer 3. Keepiagtimnection pattern fixed, we can give a “typéritity to the
three sensors based on the ten possible ordeffimgseach possible ordering of the sensor typesethee ten
possible orderings of the computer types, eachhaéhwdefines a unique architecture. In other wofadisany given
connection pattern such as Al, there are 10 x 10G-possible architectures. The OPN model iterterigh all
possible connection patterns and finds all 100iptesarchitectures for each one.

Note that orderings such as ABA and BAA are noetako be representative orderings. When all paessibl
connection patterns are taken into account, theséi@enal orderings will fail to produce any aratture that
cannot be produced by AAB. This is because ABA, Bfahd AAB are all equivalent — all represent two
components of type A and one of type B. It doesmatter in what order the letters are written ag)las the case is
represented.

Luckily, searching for duplicate architectures iR?ID does not require checking 100 possible architestfor
each connection pattern. The 100 possibilities dach connection pattern can be represented by li6ist
representative architectures. As illustrated inuFég4, the ten sensor type combinations and thederputer type
combinations can be further abstracted to just fepresentative combinations per component. FA#\, BBB,
and CCC all represent the case where all three onengs are of the same type. Next, AAB, AAC, andCB&l|
represent the case where the first two componeet®fathe same type and the third component is diffarent
type. Furthermore, ABB, ACC, and BCC all represiat case where the second and third componentsf dhe
same type, but the first component is of a differgmpe. Finally, ABC represents the case wheretlaee
components are of a different type.

8 The 2 x 2 model is much smaller than the 3 x 2 hoés a result, there were no memory issues apdichte architectures could be removed
in post-processing — they did not have to be remavéPN.
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A A A A C | [ Sensor1 Computer 1] | A A A A A B B B
A A A B C | [ Sensor2 Computer 2] | A A B B C B B c
A B C C C | [ Sensor3 |————Computer 3] | A B C C B C C
[ Sensor 1 Computer 1] | A
A C | [ Sensor2 Computer 2] | A = B =
A C | [ Sensor3 |———Computer 3] | A B
A A A B
A=l A A |= = B
B C C
A A B
B = C = C B = Cc = C
B C C B C C
A A
B B
C C

Figure 4. Finding representative architectures.

Figure 5 helps demonstrate why these representatohgtectures work for finding duplicate architgets. To
use representative architectures to find duplicatés claim that if architecture Al is equivaléatarchitecture A2,
but not A3, then architecture B1 is equivalent £y But not B3. This is clearly the case.

A | [ Sensor 1 Computer 1] | A A | [ Sensor 1 Computer 1] | A A | [ Sensor1 Computer 1] | A
A | [ Sensor2 Computer 2] | B = A | [ Sensor2 Computer 2| | B 1= A | [ Sensor2 Computer 2| | B
B | [ Sensor3 ————Computer3] | C B | [ Sensor3 |————Computer3] | C B | [ Sensor3 |————Computer3] | C

oo}

Sensor 1 Computer 1] | A B
Sensor 2 Computer 2] | B = B

Sensor 3 |————Computer 3] | C ¢

Sensor 1 Computer 1] | A B | [ Sensor1 Computer 1] | A
Sensor 2 Computer 2| | B != B | [ Sensor2 Computer 2] | B

[ Sensor3 |——Computer3] | C

m

(]

Sensor 3 |———— Computer 3] | C c

Figure 5. Using representative architectures to fid duplicates.

As previously discussed, A1l and A2 represent theesarchitecture even though they have differenheotion
patterns. It is arbitrary which form of an architee is chosen as the primary form and which isiglidate — either
Al or A2 could be considered the duplicate.

Implementing duplicate detection into the modehédt out to be a very involved process. The prdject a
limited time horizon and the development time neaes for automating the duplicate detection proomas
uncertain. It was therefore decided that a surgf@ebrute force method would be used to implenthrmglicate
detection. All possible representative architectumere drawn by hand and duplicate architecturee wiecled. In
all, over 100 pages of architectures were drawncamapared.
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Figure 6. One page of hand-drawn architectures.

Based on the circled representative architectutdss were created and inserted into OPN to kegpt@ens
that will produce duplicate architectures from mgating. Note that all rules are in the form of Bam expressions
starting with “not if” instead of “if”. Although dlwork was double-checked, it is conceivable thatrecorrect rule
was entered due to human error. By using “notnigteéad of “if”, the default is to pass the tokdrns Ibetter to retain
a duplicate architecture rather than exclude anpiaily optimal architecture.

The Boolean rules are inserted into the OPN modéhe transitions from:

» Which sensors are connected to computer 17?
» If computer 2 exists, which sensors are connectediputer 2?
» If computer 3 exists, which sensors are connectedmputer 3?

To the places:

o0 Justsensor 1
Just sensor 2 (if sensor 2 exists)
Just sensor 3 (if sensor 3 exists)
Just sensors 1 and 2 (if sensor 2 exists)
Just sensors 1 and 3 (if sensor 3 exists)
Just sensors 2 and 3 (if sensor 3 exists)
Sensors 1, 2, and 3 (if sensor 3 exists)

O O0OO0OO0OO0OOo
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Trivial rules govern which sensors are connectedotmputer 1. If a particular token represents @hitecture
with only 2 sensors, it is not possible to makeanection to a computer from a nonexistent sens@h8refore, in
the 2-sensor case, no new tokens are introducedhatplaces representing, “just sensor 3,” “jestsers 1 and 3,”
“just sensors 2 and 3,” or “sensors 1, 2, and Biil&rly, if a particular token represents an atebiure with only 1
sensor, no new tokens are introduced into the plaggresenting, “just sensor 2,” “just sensor 345t sensors 1
and 2,” “just sensors 1 and 3,” “just sensors 2 &fidr “sensors 1, 2, and 3.”

Rules governing connections to computer 2 and ceenp® are more complicated. If a token represents a
architecture with only two computers, it is knowhat the final system architecture will be afteratieg the sensor
connections to the second computer. If a tokenesspits an architecture with three computers kih@svn what the
final system architecture will be after creating $ensor connections to the third computer. Cororecthat will
form duplicate (circled) architectures should netdllowed to propagate. Hence rules are put ineptacblock
introduction of these tokens.

Figure 7 shows an example rule based on a handrdeawhitecture. This rule determines whether or anot
connection should be made between sensor 3 andutenth Note that, by the time a token reachegitben rule,
the connections between sensor 1 and computemZihss between sensor 2 and computer 1 have glteaeh
defined. No connection should be made if the tygdindions for the sensors and computers matchethos
represented by the circled architectures — sucan®kvill result in the formation of duplicate atelgitures. In other
words, the connection between sensor 3 and comBigkould not be made if sensor 1's type is theesasnsensor
2’s type or computer 1's type is the same as coemnfis type.
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kel W {—B' o =8 O

I (Comput er _Redundancy < 3) &&
I (Sensor _Redundancy < 3) &&

(
(i11 == 0 && i12 == 0)
(Sensor_Redundancy > 1 && i21 == 0 && 122 == 0) ||
(
(i1l == 0 & i12 >0 & i21 >0 && i22 == 0 && i31 ==
0 & 132 == 0) &&
(
(Sensorl Type == Sensor2_Type) ||
(Computerl _Type == Conputer2_Type)
)
)

Figure 7. An example rule based on a hand-drawn ahitecture.

Eliminating duplicate architectures in the 3 x 2dabsignificantly reduced the number of tokens picztl.
Before duplicates were removed, the OPN produce@021tokens. After duplicates were removed, the ehod
produced only 9,795 tokens.
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VI. Results

Despite eliminating the unnecessary duplicate tachires from the model, attempts to run a 3 x 8lehetill
resulted in a memory shortage. Although it is unfioate that the larger model could not completis, iinportant to
note that results from the 3 x 2 model can stilapplied to the 3 x 3 case.

Taking such a top-level view of a GN&C system, tinteraction between adjacent sensor and computer
components is identical to the interaction betwadjacent computer and actuator components. Jasséksors and
computers, there are different types of actuateash with a unique set of properties, and a systahitect can
choose different redundancies for each of thesestypurthermore, the connection patterns alreadyddetween
sensors and computers are the same as those betom@uaters and actuators. Finally, the metrics eight and
reliability can be calculated in exactly the sanmayw

The nine scenarios outlined in section IV wereand Pareto plots were produced for each. Représenfdots
for each of the nine scenarios are reproduced gurBs 8 — 11. In each scenario, the architectunas t
simultaneously had both lowest weight and highelsbility were identified. These architectures @e the Pareto
front.” The identified Pareto-front architectures ach scenario are reproduced in figures 8 —slwedl. These
architectures were found by zooming in on the “igiqmint” at the lower right hand corner of the tpldote that,
in most cases, there are multiple identified aeshitres for each scenario since it is somewhatestio¢ which
architectures are closer to the utopia point. lamhitecture with weight = 17 and reliability 2909999596912468
(six “9"s) better than an architecture with weightl8 and reliability = 0.999999995634079 (eights® The
answers to such questions would be made clearnsaion requirements context. For a human-ratesgions
perhaps a reliability of 0.9999999 (seven “9"syaguired for safety. If this were the case, thehisecture with
weight = 18 would clearly be better, since the waite weight = 17 does not meet the requirement.

In the zoomed out (top) plot of each of the ninenscios, there appear to be six clusters of awthite data
points. Although the clusters appear to be coluafrdata points, they are not; the architecturesaich cluster have
nearly identical, but not completely identical adlilities. Looking from left to right, the firstve clusters — the five
clusters with the lowest reliability — are drivey bingle point failures of any of the six componéypes. For
example, in an architecture that contains one searst two computers or an architecture that coataime sensor
and three computers, the single sensor preseheiarchitecture must remain reliable in order figr dverall system
to remain reliable. Sensor type A has a reliabitify0.9985. Therefore, a one-sensor two-computesn@-sensor
three-computer architecture that contains sensoamhave a maximum reliability of 0.9985. Such #ecitures,
which have a single point failure at sensor A, miefihe first (least reliable) cluster of data psifgoth sensor type
B and computer type A have the same reliabilit§99. Therefore, architectures that have a singiet failure at a
sensor of type B or a single point failure at a patar of type A will both fall into the second des Similarly,
sensor type C's reliability of 0.9995 defines thid cluster, computer type B’s reliability of 09® defines the
fourth cluster, and computer type C’s reliabilify009998 defines the fifth cluster.

The sixth and final (most reliable) cluster consaall other architectures — architectures free feingle point
failures. The few additional points that do not fato any of the six clusters are single-stringhdtectures, i.e.,
architectures that contain just one sensor anccomguter. These architectures contain not onetvimusingle point
failures and are therefore significantly less tdBathan an identical architecture with additiogaimputers or
additional sensors.

° The utopia point represents the ideal architeatdnieh is 100 percent reliable with weight = 0.
12
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3x2 system, connection reliability = 1, connection weight = 0, no penalty
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Figure 8. (Top) Pareto plot. with added details fomumber of connections between sensors and compuser
(Middle) zoomed in version of the same plot, (Botm) potential optimal architectures for this scenaro:
(From left to right) Architecture 1 has weight = 12and reliability = 0.99999675437371 (five 9s), arithcture 2
has weight = 15 and reliability = 0.999998997632(five 9s), architecture 3 has weight = 17 and rellity =
0.99999959691247 (six 9s), and architecture 4 hasight = 18 and reliability = 0.99999999563408 (eig8s).
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%2 systern, connection reliability = 1, connection weight = 0, penalty = &
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Figure 9. (Top) Pareto plot with added details forboth number of sensors and number of computers,
(Middle) zoomed in version of the same plot, (Botm) potential optimal architectures for this scenaro:
(From left to right) Architecture 1 has weight = 12and reliability = 0.99999675437371 (five 9s), arithcture 2
has weight = 15 and reliability = 0.999998997632(five 9s), and architecture 3 has weight = 18 anceliability

= 0.99999999563408 (eight 9s).
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3x2 svstem, connection reliability = 099985, connection weight = 0.5, no penalky
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Figure 10. (Top) Pareto plot with added details foboth number and types of computers,

(Middle) zoomed in version of the same plot, (Botm) potential optimal architectures for this scenaro:

(From left to right) Architecture 1 has weight = 14and reliability = 0.999996754062388 (five 9s), dritecture
2 has weight = 17 and reliability = 0.9999989926247 (five 9s), architecture 3 has weight = 19 and liability

=0.999999593334442 (six 9s), and architecture 4shaeight = 19.5 and reliability = 0.9999999834818%feven
9s).

15
American Institute of Aeronautics and Astronautics



3x2 system, connection reliability = 0.9999, connection weight = 5'3, no penalty
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Figure 11. (Top) Pareto plot with added details foboth number and types of sensors,

(Middle) zoomed in version of the same plot, (Bottm) Potential optimal architectures for this scenard:
(From left to right) Architecture 1 has weight = 15333 and reliability = 0.999993257523472 (five 9s),
architecture 2 has weight = 17 and reliability = 9999501059889 (five 9s), architecture 3 has weightl8.667
and reliability 0.999996753726173 (five 9s), arithcture 4 has weight 20 and reliability
0.999997398039817 (five 9s), architecture 5 has glgi= 21.667 and reliability = 0.999998992071849ug 9s),
and architecture 6 has weight = 23 and reliability= 0.999999983481890 (seven 9s).
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Many interesting aspects can be found in Figutbeéjdeal case where there is no penalty for cdroreweight
or using dissimilar components. In this scenaribjdentified architectures are fully cross-stragp&his is to be
expected since additional connections increasahibity yet cost nothing. Figure 8 also demonssatieat the
weights of an architecture’s component plays a majte in determining the optimality of the arcluitere. Recall
that components of type “A” are the lightest arastereliable and that components of type “C” aeettbaviest and
most reliable. Even though components of type “A¢ the least reliable, sensors of type A and coerpudf type A
are by far the most prevalent component typeslithaloptimal architectures. In addition, althowgimponents of
type “C” are the most reliable, no components @ tiipe appear in any of the optimal architectuFesthermore,
there are not even any sensors of type B in thienaparchitectures. Architecture 3 contains a cotapaf type B,
but this architecture is no longer optimal once‘dtissimilar components penalty” is increased frpemalty = 0 to
penalty = 6 (see Figure 9, bottom). Since the ogitenchitectures for penalty = 6 contain no disEimtomponents,
increasing the penalty again to penalty = 9 resnlt® further changes to the optimal architectures

Figure 10 gives a baseline for what is realistit. this scenario, there are no longer perfect cdiorec
reliabilities of 100 percent and there is an actgat for producing connections. Now, the connectiiability =
0.99995 and the connection weight = 0.5. As a teduthe 0.5 connection weight, only one fully segtrapped
architecture (architecture 1) is among the optiarahitectures — much different than the scenarieresftonnection
weight = 0. The other optimal architectures hawt faree or four connections. From these, architest2 and 3 are
the most interesting. Each has three sensors amddmputers with two of the sensors having one eotion to a
computer and the last having two.

The connection weight = 0.5 scenario still hasegaitbit in common with the connection weight = érerio.
Once again, the component types in the optimali@atares are predominantly of type A and neveypé C. Only
one optimal architecture (architecture 3) conta@irsomponent of type B and this component is agaianaputer.
This architecture is no longer optimal when thesidilar components penalty is increased to perally There is
no change in optimal architectures for connectiaigit = 0.5 when this penalty is increased fromaftgn= 6 to
penalty = 9.

Figure 11 depicts the first scenario where conoacteliability = 0.9999 and connection weight = .51is
scenario produces very similar optimal architectuie the connection weight = 0.5 scenario, butethee some
notable exceptions.

Even with the dissimilar components penalty sqidoalty = 0, connection weight = 5/3 is sufficigrttigh as to
eliminate any architecture that contains a compbhgre heavier than type A. This means that archite 3 from
Figure 10, the only connection weight = 0.5 aratitee which contains a component of type B, isambptimal
architecture for connection weight = 5/3. This atseans that the optimal architectures for connaatieight = 5/3
will not change if the dissimilar components pepadtincreased to penalty = 6 or penalty = 9.

A connection weight of 5/3 also makes it signifitprmore desirable to have architectures with ef@mmer
connections. Although optimal architectures 1, &l & from Figure 10 are still optimal architectusesen the
connection weight is increased to 5/3, the valu¢hebe architectures is diminished with the heag@mection
weight. As a result, these architectures are ngdosignificantly closer to the utopia point thachatectures 1, 2,
and 4 from Figure 11.

The six potentially optimal architectures for coctien weight = 5/3 produce an interesting set. &ljal
architectures with four or fewer connections thaitain two to three sensors of type A and two caewswof type A
are optimal architectures for this scenario. Ireefff a system architect is directly trading anéase in weight for
additional reliability when connection weight = 5/3

When reviewing a subset of all the possible archites, specifically a subset in which all membwease the
same number of connections, the effect of the mlis@i components penalty on the optimal architexfunf the
subset is nearly identical to the penalty’s effatthe optimal architectures of the superset. g2 and 13 depict
the optimal architectures for 3 x 2 systems wit@,13, 4, 5, 6, 7, 8, and 9 connections when cdioreceliability =
1 and connection weight = 0 (the reliabilities amgights for these architectures can be found iné€gab through
8). Again, as the penalty is increased from permal@yto penalty = 6, nearly all architectures comitey sensor type
B or computer type B cease to be optimal. Note, hmmtarchitectures with the same number of corioast the
exact same architectures which are optimal for ipema0 will be optimal no matter what the connectiweight.
Similarly, architectures which are optimal for pkya 6 or penalty = 9 will also remain optimal nmatter what the
connection weight. The reasoning goes as followgoligh the overall system weight of any membea clubset
will change if the connection weight is changeds thange will be identical to the change seenryydad the other
systems in this subset. This is because all systemmach subset have, by definition, the same nunobe
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connections. Therefore, among architectures wi¢hsime number of connections, the architecturesido the
utopia point will remain closest to the utopia gain matter what change is made to the connectiight

Table 6. The reliabilities and weights for the 1-2-, 3-, 4-, 5-, 6-, 7-, 8-, and 9-connection archittures closest
the utopia point given a 3 x 2 system with conneatn reliability = 1, connection weight = 0, and no enalty for
dissimilar components.

Connections Reliability Weight | On Pareto front?
1 0.999100405 14
0.999300245 19
2 0.999993766 12
0.999995260 14
0.999996397 16
0.999997344 19
0.999997754 2(
0.999998292 22
0.999998741 2"
3 0.99999526( 12
0.999996756 14
0.999997499 15
0.999998996 17
0.999999984 19
4 0.999996754 12 YES
0.999998993 19
0.999999594 17
0.999999988§ 19
5 0.999998995 1%
0.999999596 17
0.999999992 19
6 0.999998998 1% YES
0.999999597 17 YES
0.999999996 19
7 0.999999994 18
8 0.999999996 18
9 0.999999996 18 YES
18
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Figure 12. The architectures described in Table 6.

Table 7. The reliabilities and weights for the 1-2-, 3-, 4-, 5-, 6-, 7-, 8-, and 9-connection archittures closest
the utopia point given a 3 x 2 system with conneatn reliability = 1, connection weight = 0, and penlty = 6
for dissimilar components.

Connections Reliability Weight | On Pareto front?
1 0.999100405 14
0.999300245 19
2 0.999993766 12

0.999996397 16
3 0.99999526( 12
0.999997499 19
0.999999984 19
4 0.999996754 12 YES
0.999998993 19
0.999999988§ 19
5 0.999998995 1%
0.999999992 19
6 0.999998998 15 YES
0.999999996 19
7 0.999999994 18
0.999999996 18
9 0.999999996 18 YES

oo
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Figure 13. The architectures described in Table 7.

VII. Conclusion

If the only materials on hand were sensors of leliability type A, computers of low-reliability typA, and
generic connections, it is still possible to proglmearly all potentially optimal architectures. Titlentified optimal
architectures show this and, more generally, thad preferable to increase redundancy of lightess reliable
components rather than to use smaller numbers of netiable, heavy components.

Due to the extremely lightweight nature of “sen8diand “computer A", these component types appeangte
optimal architectures in every scenario and alnabsays with redundancy > = 2. Furthermore, theyVeravy yet
very reliable “sensor C” and “computer C” never epred as an optimal architecture in any scenaoioeven with
redundancy = 1.
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At a certain point, there are diminishing returosatdding redundancy, connections, or components gvitater
reliability — the system starts to experience anlgimal increases in overall reliability for thed@ gains in weight.
This fact becomes more apparent through the ustheofconnection weight penalty. Looking at the opiim
architectures in each scenario, the humber of agiums drops dramatically as the connection wefggnalty is
increased from connection weight = 0 to connectigight = 0.5. When connection weight = 0, there, a®
expected, optimal architectures with as many a® miannections. When connection weight increase§.%o
however, this number drops to three or four.

The impact of the “dissimilar components penalty’nore subtle, but still apparent. In the scenawbsre
connection weight = 0 and connection weight = @hitectures containing both computer type A aoichguter
type B were identified as potentially optimal whtwe penalty = 0. However, when the penalty is iaseg to
penalty = 6, these architectures no longer apmebe tetter than other architectures.

The created OPN models the building blocks of a @N&/stem. Now that the base model is complete, more
detail can gradually be added until the entireeysis encapsulated. First, the OPN language shmultade more
efficient so it does not run out of memory whenrtgyto run the 3 x 3 model. Next, other architeatdayouts
should be investigated in which the component rddany for any component can be greater than thnemder to
do so, however, the process of eliminating dupdisaéind creating rules (which was done by hand) Idhbe
automated. Also, it is important that more thare¢htypes of sensors, computers, and actuatorsbgporated into
the model and that further details be includedefach component. For example, requirements mighgesighat a
system needs six degrees-of-freedom of attitudepasidion knowledge. This requirement cannot be@sked with
the current top-level mentality. Finally, furtheetrics besides reliability and weight should be lenpented in the
model.

Having such a model in place in OPN would servaragxcellent tool for system design. System requargs
may dictate a given reliability and such a modeuldeasily be able to find the lowest weight/lowesst option for
that reliability. Although less likely, if, rathghan overall reliability, the system requiremeniiezh for a certain
number of connections between adjacent componghts,OPN model could easily find the optimal high
reliability/low weight option for this architectuees well.

In addition to reliability, OPN can be made to fitiet best option for satisfying other metrics assthmetrics
are added to the model. As additional componentnéadncy and component types are added to the maidiel,
possible architectures could eventually be bothmesrated and evaluated by OPN.

A detailed consideration of the findings in thigopacould be extremely beneficial to the developnaérthe
CxP’s robotic and human-rated systems; clearly &k commonality in GN&C components can reducehbot
nonrecurring and recurring cost and risk.
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