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Abstract—This paper presents a methodology for integrating
reliability considerations into the performance analysiscarried
out during the design of fault-tolerant power converters. The
methodology relies on using a state-space representation of
the power converter, based on averaging, similar to the ones
used when analyzing linear time-invariant systems, and assumes
an unknown-but-bounded uncertainty model for the converter
uncontrolled inputs, such as load or variations in input voltage.
The converter must be designed such that, for any uncontrolled
input, the state variables remain within a region of the state
space defined by performance requirements, e.g., output voltage
tolerance or switch ratings. In the presence of component faults,
and depending on the uncontrolled inputs, the converter mayor
may not meet performance requirements. Given the uncertain
nature of these uncontrolled inputs, and for each particular fault,
we introduce an analytical method to compute the probability
that the performance requirements are met, which will definethe
reliability of the converter for each particular fault. By i ncluding
these probabilities in a Markov reliability model, it is possible
to obtain the overall converter reliability. The applicati on of the
methodology is illustrated with a case study of a fault-tolerant
interleaved buck converter.

I. I NTRODUCTION

The safety and mission-critical nature of embedded systems
used in aircraft, space, tactical, and automotive applications,
mandates that the design functions be performed even in the
presence of component faults. These systems are commonly
referred to as fault-tolerant systems [1]. In this regard, reliable
electric power generation and distribution systems are keyto
ensure that these safety and mission-critical systems remain
operational at all times. This is usually achieved by intro-
ducing component and subsystem redundancy and appropriate
strategies for managing this redundancy.

Design of effective and reliable fault-tolerant power elec-
tronics requires thorough and comprehensive analysis to im-
plement the appropriate level of component and subsystem
redundancy; to understand and quantify the potential effects
of component faults in the overall system performance; and to
design appropriate fault detection, isolation, and reconfigura-
tion (FDIR) mechanisms for redundancy management.

There are well-developed techniques to support the reliabil-
ity evaluation of conventional systems such as reliabilityblock
diagrams, fault trees, failure modes and effect analysis, and

Markov models [2]. However, all these techniques can yield
ambiguous or incomplete results as they base the analysis on
a qualitative description of system functionality, thus relying
on expert judgment and previous experience to understand the
impact of component failures on the system functionality. The
use of these techniques in power electronics has been widely
reported; some examples include reliability block diagrams
[3], failure modes and effects analysis (FMEA) [4], fault trees
[5], and Markov models [6].

In this paper, we introduce a methodology to analyze the
behavior of fault-tolerant power electronics systems in the
presence of component faults. Rather than using a qualitative
description of system functionality, this methodology uses a
state-space representation of dynamics based on averagingand
linearization. Although power electronics systems are nonlin-
ear, averaged models are generally used to design controls.The
issues and limitations of averaged models are well established.

The methodology takes into account the uncertainty asso-
ciated with the converter uncontrolled inputs such as load
input voltage variations. Although these variations can be
described in several ways, our model assumes that the values
the uncontrolled inputs can take are completely unknown, but
the peak values are bounded by some known quantity. This
particular way of modeling input uncertainty in an LTI system
is known asunknown but bounded [7], and it is a reasonable
model for describing the uncertainty in the values of converter
load and voltage input. Then, by using techniques developed
in the context of reachability analysis of LTI systems, the
uncertainty in the uncontrolled inputs is propagated to the
converter state variables, which also become uncertain. In
a non-faulty condition, and given the converter is properly
designed, the converter state variables must remain withina re-
gion of state space defined by the requirements of the specific
application, e.g., output voltage tolerance or maximum current
through the switches. In the presence of a component fault,
the uncertainty in the uncontrolled variables will propagate
differently to the converter state variables, which might result
in the state variables being outside the region of the state space
defined by the performance requirements. In this context, and
for each fault, we analytically compute the probability that the
converter will meet the performance requirements, which can



be interpreted as the reliability of the converter for a particular
fault. The overall converter reliability is then calculated by
including those probabilities into the formulation of a Markov
reliability model.

In the context of power electronics, some work using quan-
titative models of system behavior has been done to determine
the effects of variations in component parameters on system
performance, and thus on reliability [8], [9]. The work in [9]
is based on Monte Carlo analysis, which is computationally
intensive. In this regard, if the converter performance (and thus
its reliability) is to be evaluated for every possible component
fault ρ, and every possible value of the uncontrolled inputs
obtained by quantizing the uncontrolled input space, and
denoted byµ1 × µ2 × · · · × µk, wherek is the number of
uncontrolled inputs, the number of time-domain simulations to
be conducted isρ×µ1×µ2×· · ·×µk. This is necessary to map
out the set of reachable states for each possible fault. Withthe
proposed methodology, since the set of reachable states is not
mapped through simulation, but through analytical techniques,
it is only necessary to conductρ simulations to evaluate
the overall converter performance. Furthermore, mapping out
the set of reachable states under all possible fault conditions
with analytically tractable solutions enables the formulation
of a tractable model for optimizing dynamic performance and
system reliability jointly. The method proposed in [8], called
the first-order reliability method (FORM) uses a constrained
gradient-based optimization method, where time-domain sim-
ulations are also used to check system performance. With
respect to Monte Carlo analysis, this method substantially
decreases the number of time-domain simulations needed, but
this number is still much larger that the number of component
faults ρ, which is the number of simulations required in the
method proposed in this paper.

The structure of this paper is as follows. Section II presents
the mathematical formulation of the methodology, including
how to assess the converter performance in the presence of
faults; how to compute fault survival probabilities; and how
to include these probabilities in the formulation of a Markov
reliability model. Section III illustrates the application of the
methodology to a fault-tolerant interleaved buck converter.
Concluding remarks are presented in Section IV.

II. M ATHEMATICAL FORMULATION

A. Fault-Free System Dynamics

The dynamics of a converter can be described using an
averaged model. This averaged model is usually linearized and
can be described using a state-space representation of the form

dx̃

dt
= Ax̃ + Bcd̃ + Bdw̃, (1)

wherex̃ represent the small variations of the converter states
around the nominal point,̃d represents the small variations
of the converter switch duty ratios (controlled inputs), and w̃

represents the small variations of uncontrolled inputs, such as
converter load and input voltage variations. MatricesA, Bc,

andBd are constant and functions of the physical parameters,
nominal states and nominal duty ratios [10].

As stated in Section I, we assume the uncertainty in the un-
controlled inputw̃ is described using an unknown-but-bounded
model, i.e., the values̃w takes are completely unknown, but
the peak values are bounded by some known quantity. In
particular, by assuming the inputs are bounded by ellipsoids, it
is possible to obtain ellipsoidal approximations boundingthe
set of reachable states. This has been the subject of extensive
research [7], [11], [12]. The values the uncontrolled inputw̃

can take will be constrained to some ellipsoidΩw̃ described
by

w̃ ∈ Ωw̃ = {w̃ : w̃Q−1w ≤ 1}, (2)

whereQ is a positive definite matrix.
Depending on the application, the converter must meet

predefined performance requirements, e..g, the output voltage
must be within a certain range of the nominal output voltage,
or the current through the switches must not exceed certain
limits at all times. These requirements will constrain the
state trajectories to some predefined region of the state space
denoted byΦ. To meet these requirements in the presence of
uncertain variation in the uncontrolled input̃w, a feedback
control of the formd̃ = Kx̃, whereK is a constant matrix, is
implemented. Thus, the closed-loop dynamics result in

dx̃

dt
= Acx̃ + Bdw̃, (3)

whereAc = A + BcK, andw̃ ∈ Ωw̃ = {w̃ : w̃Q−1w ≤ 1}.
The values the state variablesx̃ can take will be contained

in some setR. The exact exact shape ofR is usually not easy
to compute. However, it is possible to compute a bounding
ellipsoid, denoted byΩx̃, such thatR ⊆ Ωx̃, and defined by

Ωx̃ = {x̃ : x̃′Ψ−1x̃ ≤ 1}, (4)

whereΨ can be obtained by solving

AcΨ + ΨA′

c + βΨ +
1

β
BdQB′

d = 0, (5)

with β > 0, and Ψ positive definite. The derivation of (5)
can be found in [7]. SinceΩx̃ is an outer bound of the set
of reachable states, there can be many different solutions
to (5) for different values ofβ. Thus, when solving (5),
it is necessary to find the particular value ofβ such that
the content1 of Ωx̃ is minimum, thus ensuring the bound is
tight. There are several software packages that can solve this
problem, such asCVX [13] or Ellipsoidal Toolbox [14].

As stated before, the predefined performance requirements
of the particular application will constrain the state trajectories
to some region of the state spaceΦ. Thus, if the converter is
well designed, then the ellipsoid bounding the set of reachable
defined in (4) and (5) must be fully contained inΦ.

1The notion of content in ann-dimensional Cartesian space is equivalent
to the notion of volume in a three-dimensional space, or to the notion of area
in a two-dimensional space [15].



As explained in Section I, by quantizing the uncontrolled
input space defined by (2) and simulating the system response
for each value of the quantized input space, it is possible to
map out the set of reachable statesR bounded by the ellipsoid
defined in (4) and (5). However, this method is much more
computationally expensive than the method used in this paper.

B. System Dynamics After a First Fault

After a fault in one of the converter components occur, one
or both matricesAc, Bd in (3) might be altered, resulting in a
new pairÂc, B̂c. Examples of faults are a switch failing open
or short-circuit, a capacitor failing open circuit, or a sensor
failing to send measurements to the controller. The small-
signal state-space representation after the fault is defined by

dx̃

dt
= Âcx̃ + B̂dw̃, (6)

wherew̃ ∈ Ωw̃ = {w̃ : w̃Q−1w ≤ 1}. All possible values the
state variables can take will be contained in some setR̂. As
before, a bounding ellipsoid̂Ωx̃ = {x̃ : x̃′Ψ̂−1x̃ ≤ 1} such
that R̂ ⊆ Ω̂x̃ can be defined, wherêΨ is obtained by solving

ÂcΨ̂ + Ψ̂Â′

c + β̂Ψ̂ +
1

β̂
B̂dQB̂′

d = 0, (7)

with β̂ > 0 and Ψ̂ positive definite.

C. Fault Coverage (or Probability of Surviving a Fault)

Under a fault condition, it becomes necessary to assess
whether the converter is still able to meet its performance
requirements for all possible values of the uncontrolled input
w̃, i.e, the extent to which the new bounding ellipsoidΩ̂x̃ is
contained in the regionΦ defined by the performance require-
ments. This will define a probability measure of the reliability
of the converter for a particular fault. This probability measure
is commonly referred to as fault coverage [16], and it can be
interpreted as the conditional probability that, given a fault has
occurred altering the converter dynamics, the converter isstill
able to meet its performance requirements

As stated before, the time structure of the inputw̃ is
completely unknown except for its peak value, which results
in the state variables̃x being also completely unknown, except
for the bound defined by the ellipsoid̂Ωx̃. Thus, it is realistic
to assume that̃x is uniformly distributed over̂Ωx̃.

Let Ti be a random variable representing the time to fault
occurrencei. Let X be a random variable representing the
values the converter statesx̃ can take after the fault occurrence.
Then, under the state uniform distribution assumption, andfor
a particular faulti, its fault coverage, denoted byci is obtained
by computing

ci = Pr{X ∈ Φ|Ti < t} =
cont(Ω̂x̃ ∩ Φ)

cont(Ω̂x̃)
, (8)

where cont(Ω̂x̃ ∩Φ) and cont(Ω̂x̃) are the contents of̂Ωx̃ ∩Φ
and Ω̂x̃ respectively.

The result presented in (8) can be generalized to the case in
which the converter has survived a sequence ofk − 1 faults,
and then an additional faultk occurs [17].

D. Markov Reliability Model

In order to obtain the overall converter reliability, it is
necessary to formulate a Markov reliability modeling including
the fault coverage for each sequence of component faults, as
well as the probability distributions of the time to occurrence
of each fault [2].

Let us consider that, at any timet ≥ 0, the converter
survived a sequence ofk−1 faults, denoted by[j, k−1], with
a probability denoted byp2j−1,k−1(t). Let an additional fault
occur, leading to the sequences of faults[i, k]. Let p2i−1,k(t)
be the probability that, at any timet ≥ 0, the system survived
the [i, k] sequence of faults. Letp2i,k(t) denote the probability
that, at any timet ≥ 0, the system did not survive the[i, k]
sequence of faults. Letci,k

j,k−1 denote the fault coverage after
the k fault occurrence, that leads from the sequence[j, k − 1]
to the sequence[i, k]. Then the stochastic behavior of the
converter after the[i, k] sequence of faults is defined by

d
dt





p2i−1,k

p2i,k



 =





c
i,k
j,k−1λ

i,k
j,k−1 −

∑

Nk

λ
m,k+1
i,k

(1 − c
i,k
j,k−1)λ

i,k
j,k−1 0









p2j−1,k−1

p2i−1,k





,

(9)

whereλ
i,k
j,k−1 is the rate at which the last fault occurs in the

sequence[i, k], λ
m,k+1
i,k is the rate at which a particular fault

will occur next, andNk is the number of possible faults that
can occur after the last fault in the sequence[i, k].

Each sequence of faults will generate a block similar to the
one in (9). By assembling all these blocks, it is possible to
obtain the state-transition matrixΛ associated with the system
Markov reliability model. LetP (t) be the fault sequences’
probability vector, which can be obtained by assembling
the individual fault sequence probabilities. Then the system
Markov reliability model can be expressed in matrix form by

dP (t)
dt

= ΛP (t)

P (0) = [1 0 0 ... 0]′. (10)

III. FAULT-TOLERANT INTERLEAVED BUCK CONVERTER

CASE-STUDY

In this section, we will show how to apply the proposed
methodology in the design of a fault-tolerant converter. The
goal is to design a buck converter for VRM applications that
will withstand any first component fault. For a switching fre-
quency of 250kHZ, a range of load specified by|iload−Im| ≤
Im, where Im = 20A, an input voltage variation specified
by |vin − Vin| ≤ 0.2Vin, where Vin = 5V, the converter
design must satisfy an output voltage tolerance specified by
|vout − Vout| ≤ 0.025Vout, whereVout = 1.2V. Additionally,
the switch ratings will impose a requirement on the maximum
value of the currentsi1 and i2, denoted byImax

1 and Imax
2 .

The switch rating is defined as 105% of the maximum load.
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(b) Small-signal equivalent circuit.

Fig. 1. Dual-redundant buck converter

A. Dual-Redundant Architecture

It is clear that by using a single buck converter, the single
fault-tolerant requirement will not be met. Thus, let us start
with two buck converters arranged in parallel, Fig. 1(a), with
full-state feedback of the form[d1, d2]

′ = K[i1, i2, vout]
′,

whereK is a 2-by-3 constant matrix andd1 andd2 are the duty
ratios of switches SW1 and SW2. The current measurement
devices denoted by Si1 and Si2 are just abstractions of possible
current measurement techniques used in dc-dc conversion [18].
Although one voltage sensor would be enough to capture the
output voltagevout, a second sensor is necessary to fulfill the
single fault-tolerance requirement. The controller will use the
average of both measurements. In case the controller detects
the failure of one sensor (omission), then it will reconfigure
and use only the other sensor. It is important to note that
this strategy will work for an omission failure mode as they
are relatively easy to detect and isolate. If other sensor failure
modes are to be considered, e.g., the sensor gets stuck at some
value, then detecting which sensor of the two is failed becomes
a difficult task. A possible solution to this problem would be
to include a third sensor and then use voting strategies for
failure detection and isolation as is common in aerospace [19].
This would increase the converter reliability by increasing
the coverage to sensor faults, but it would also add more
components and increase the cost.

By using common average modeling and linearization tech-
niques, and following the notation used in (2) and (3), the
small-signal model of this converter, Fig. 1(b), results in

d
dt

2

4

ĩ1
ĩ2

ṽout

3

5 = Ac

2

4

ĩ1
ĩ2

ṽout

3

5 + Bd

»

ṽin

ĩout

–

,

w̃ = [ṽin, ĩout]
′ ∈ Ωw̃ = {w̃ : w̃′Q−1w̃ ≤ 1} (11)

where
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2C
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7

7

5

, Q =

»

4 · 10−2V 2
in 0

0 I2
m

–

, (12)

with D1, and D2 the nominal values of the duty ratios of
switches SW1 and SW2 respectively;Vin the nominal value
of the input voltagevin; and ĩ1, ĩ2, ṽout, ṽin, ĩout, d̃1 and d̃2,
the small time-varying components ofi1, i2, vout, vin, iout, d1

andd2 respectively.
The design requirements constrain the values ofĩ1, ĩ2 and

ṽout to a region of the state-spaceΦ defined by

Φ = [−Im, Imax
1 ] × [−Im, Imax

2 ] × [−0.025Vout,+0.025Vout],(13)

whereVout = 1.2V, and Imax
1 = Imax

2 = 1.1Im = 22A, for a
switch rating of 50%, andImax

1 = Imax
2 = 2.1Im = 42A for

a switch rating of 100%.

TABLE I
DUAL -REDUNDANT CONVERTER PARAMETERS.

RL [Ω] 0.002
L [H] 5 × 10−7

C [F] 10−4

k11 = k21 [A−1] −200
k12 = k22 [A−1] −200
k13 = k23 [V−1] −145 · 103

D1 = D2 0.24

Then, by choosing the parameters displayed in Table I,
the design will meet the output voltage requirement; and
by choosing a switch rating 50% higher, the requirement
on the maximum current flowing through each branch will
also be met. This can be shown by computing the ellipsoid
that bounds the set of reachable states (ĩ1 + ĩ2, ṽout), as
explained in Section II-A. Thus, by following the notation
of (4) and (5), forβ = 1.3 · 105, the entries of the matrix
Ψ defining the bounding ellipsoid are[Ψ]1,1 = 3.95 · 102,
[Ψ]1,2 = [Ψ]2,1 = −5.38 · 10−1, and [Ψ]2,2 = 7.60 × 10−4.
This ellipsoid is displayed in Fig. 2, where it can be seen that
the region defined by the requirements fully contains it.

Let us turn our attention to the converter behavior in the
presence of component faults. The components subject to
failure are the inductors, capacitors, switches, diodes and
voltage and current measurement devices. Information about
components failure modes, associated failure rates and their
effect on the overall systems dynamics is collected in TableII.



TABLE II
COMPONENT FAILURE MODES, EXAMPLE FAILURE RATES [20], [21], AND THEIR EFFECT ON THE OVERALL SYSTEM DYNAMICS.

Component Failure mode Failure rate (/h) Effect on system dynamics
L1(2) Open circuit λL = 2 · 10−9 [Ac]1(2),1 = [Ac]1(2),2 = [Ac]1(2),3 = 0,
C1(2) Open circuit λC = 8.7 · 10−8 [Ac]3,1 = [Ac]3,2 = 1/C, [Bd]3,2 = −1/C
SW1(2) Open circuit λSW = 1.8 · 10−9 [Ac]1(2),1 = −RL/L, [Ac]1(2),2 = 0, [Ac]1(2),3 = −1/L, [Bd]1(2),1 = 0
D1(2) Short circuit λD = 10−9 [Ac]1(2),1 = −RL/L, [Ac]1(2),2 = 0, [Ac]1(2),3 = −1/L, [Bd]1(2),1 = 0
Si1(2)

Omission λSi
= 10−10 [Ac]1(2),1(2) = −RL/L, [Ac]2(1),1(2) = 0

Sv Omission λSv
= 10−10 nil

TABLE III
FAULT COVERAGE PARAMETERS FOR DUAL-REDUNDANT CONVERTER

WITH 50%SWITCH RATING.

Fault event Coverage
L1, L2, D1, D2, SW1, SW2, Si1 , or Si2 c1 = 0.63
C1 or C2 c2 = 0.99
{L1, L2, D1, D2, SW1, SW2, Si1 , or Si2} and c3 = 0.93
{C1 or C1}
{C1 or C1} and c4 = 0.63
{L1, L2, D1, D2, SW1, SW2, Si1 , or Si2}

Although one failure mode per component has been consid-
ered, it is possible to include other failure modes. For example,
the current and voltage measurement devices could have other
failure modes, such as output bias, or gain change.

The matrix Ψ̂SW associated with the new bounding el-
lipsoid after the switch fault computed using (7) results in
[Ψ̂SW ]1,1 = 3.90 ·102, [Ψ̂SW ]1,2 = [Ψ̂SW ]2,1 = −5.26 ·10−1,
and [Ψ̂SW ]2,2 = 7.61 × 10−4, for β̂SW = 1.3 · 105. This
ellipsoid, together with the region defined by the performance
requirements for a switch rating of 50% is displayed in
Fig. 3(a). It can be seen that the right side of the bounding
ellipsoid is out of the allowed region, thus by using (8), and
denoting byc1 the coverage for this particular fault, we obtain
c1 = 0.63. Identical behavior was observed for single faults in
the filter inductors, diodes and current measurement devices.
Figure 3(b) shows the converter behavior after a fault in oneof
the capacitors. For̂βSW = 2.2 · 105, the entries of the matrix
associated with the bounding ellipsoid are[Ψ̂C ]1,1 = 5.40·102,
[Ψ̂C ]1,2 = −7.30×10−1, and[Ψ̂C ]2,2 = 1.05×10−3, and the
fault coverage results inc2 = 0.99.
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Fig. 2. Ellipsoid bounding the set of reachable states and non-faulty behavior.

The converter is also able to tolerate certain second faults.
As displayed in Table III, an additional fault in one of the
capacitors after any first fault in one of the inductors, diodes,
switches, or current measurement devices will result in a fault
coverage ofc3 = 0.93, whereas an additional fault in one
of the inductors, diodes, switches, or current measurement
devices after a fault in one of the capacitors results in a
fault coverage of onlyc4 = 0.63. This result may result
counterintuitive as it seems that both fault events are the same
(the same components have failed in both cases). However they
are not, as the faults are not commutative and the sequence in
which they occur is relevant. In this regard, once a certain fault
has occur, only the region of the bounding ellipsoid that is left
within the performance requirements region can originate an
additional fault, thus affecting the coverage calculation.
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(a) Behavior after a fault in switch SW1.
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(b) Behavior after capacitor fault.

Fig. 3. Behavior of dual-redundant converter with 50% switch ratings.



TABLE IV
DUAL -REDUNDANT CONVERTERMARKOV RELIABILITY MODEL PROBABILITIES AT THE END OF ITS LIFE-CYCLE (25,000HOURS).

State Description System Status Probability
1 The system is fault-free Operational 9.9571·10−1

2 A covered fault in L1, L2, D1, D2, SW1, SW2, Si1 , Si2 , or a fault in Sv1 or Sv2 Operational 1.5852·10−4

3 A covered fault in C1 or C2 Operational 4.00·10−3

4 An uncovered fault in L1, L2, D1, D2, SW1, SW2, Si1 , or Si2 Operational 1.3087·10−4

or an uncovered fault in C1 or C2

5 Fault event associated with state 2 followed by a covered fault in C1 or C2 Failed 2.9883·10−7

6 Fault event associated with state 2 followed by an uncovered fault in C1, C2 Failed 1.9321·10−7

or a fault in one of the elements of the remaining non-failed branch
7 Fault event associated with state 3 followed by a covered fault in Operational 3.1874·10−7

SW1, SW2, L1, L2, D1, D2, Si1 , Si2 , or a fault in Sv1 or Sv2

8 Fault event associated with state 3 followed by an uncovered fault in Failed 4.2349·10−6

SW1, SW2, RL1, RL2, D1, D2, Si1 or Si2 or a fault in the remaining capacitor
9 Fault event associated with state 5 followed by an additional fault in Failed 2.1439·10−10

any remaining non-faulty component
10 Fault event associated with state 7 followed by an additional fault in Failed 2.2856·10−10

any remaining non-faulty component

TABLE V
NON-ZERO ENTRIES OF THE STATE-TRANSITION MATRIX

Λ ∈ M10 FOR THE DUAL-REDUNDANT CONVERTERMARKOV
RELIABILITY MODEL .

[Λ]1,1 −2(λSW + λL + λC + λD + λSi
+ λSv

)
[Λ]2,1 2c1(λSW + λL + λD + λSi

) +2λSv

[Λ]3,1 2c2λC

[Λ]4,1 2(1 − c1)(λSW + λL + λD + λSi
) + (1 − 2c2)λC

[Λ]2,2 −(λSW + λL + λC + λD + λSi
+ λSv

) − 2λC

[Λ]5,2 2c3λC

[Λ]6,2 2(1 − c3)λC + (λSW + λL + λC + λD + λSi
+ λSv

)
[Λ]3,3 −2(λSW + λL + λD + λSi

)
[Λ]7,3 2c4(λSW + λL + λD + λSi

) + 2λSv

[Λ]8,3 2(1 − c4)(λSW + λL + λD + λSi
) + λC

[Λ]5,5 −(λSW + λL + λD + λSi
+ λC + λSv

)
[Λ]9,5 λSW + λL + λD + λSi

+ λC + λSv

[Λ]7,7 −(λSW + λL + λD + λSi
+ λC + λSv

)
[Λ]10,7 λSW + λL + λD + λSi

+ λC + λSv

The converter overall reliability can be estimated by formu-
lating a Markov reliability model as explained in Section II-D.
Table IV describes the fault events associated with each state
of the Markov reliability model, as well as the status of the
system resulting from each fault event, i.e., whether or notthe
system still meets performance requirements after the fault
event. The state probabilities can be obtained by solving (10),
where the state-transition matrixΛ is obtained by substituting
the fault coverage estimates displayed in Table III, and thefail-
ure rates displayed in Table II into the expressions displayed
in Table V. For a life cycle of 25,000 hours, the resulting state
probabilities are collected in the fourth column of Table IV.
The overall converter reliabilityR can be obtained by adding
up the probabilities of the Markov model operational states,
resulting in R = p1 + p2 + p3 + p4 + p7 = 9.9987 · 10−1

(unreliability Q = p5 + p6 + p8 + p9 + p10 = 1.3122 · 10−4).

B. Dual-Redundant Converter Improved Design

One of the dual-redundant converter design goals was to
achieve single fault-tolerance. The design presented did not
achieve this goal as the coverage of certain first faults is not
complete, e.g., a fault in a switch or in one of the inductors
is only covered with probability 0.63, whereas the coverage

for a capacitor fault is 0.99. However, it is possible to make
slightly modifications in the design to achieve fault coverage
in all first faults. For example, by increasing the capacitance of
the output filter by 20%, i.e.,C = 1.2 ·10−4F, the coverage of
any fault involving a capacitor increases to 1, i.e.,c2 = c3 =
1. Additionally, by increasing the switch rating to 95%, the
coverage of any fault involving a switch, a diode, an inductor,
or a current measuring devices also increases to 1, i.e.,c1 =
c4 = 1. With this new fault coverage parameters, the converter
reliability results inR = 9.999997 ·10−1 (Q = 2.5843 ·10−7).
The improved design not only meets the single fault-tolerance
requirement, but it is three orders of magnitude more reliable
than the original design.

C. Triple-Redundant Architecture

If the converter reliability were to be improved further,
then a possibility would be to decrease the component failure
rates by using higher quality components. Although not al-
ways clear, adding more redundancy might increase reliability.
However, including more redundancy for reliability seems to
also increase the cost, but it is not clear either that this effect
is multiplicative. In this regard, if we choose to add a third
buck converter in parallel, using the same design parameters
displayed in Table I, with a switch rating of only 50% (as
opposed to the 95 % rating switches used in the improved
dual-redundant buck converter), it is possible to achieve full
coverage to all single faults as displayed in Figs. 4(a) and 4(b).
As it can be seen, in both cases, the ellipsoids bounding the set
of all steady-state limit cycles are fully contained withinthe
region defined by the performance requirements, which means
that the coverage to both fault is complete. The reliability
of this triple-redundant architecture isR = 9.999996 · 10−1

(Q = 6.6121 · 10−7), which is slightly worse but in the
same order of magnitude that the reliability of the dual-
redundant converter improved design. The triple architecture
is only 50% oversized (in terms of current rating), whereas
the dual architecture is 100% oversized, which might make
the cost of the dual architecture higher than the cost of the
triple architecture. Under these circumstances, it is possible
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(a) Behavior after a fault in switch SW1.
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(b) Behavior after capacitor fault.

Fig. 4. Behavior of triple-redundant converter with 50% switch ratings.

to set up an optimization problem which would help to
determine which architecture is optimal when the cost function
includes reliability and cost. Furthermore, by introducing three
measurement devices for current and voltage, and by using
voting strategies and reconfigurable control, it is possible to
detect and isolate other than omission faults.

IV. CONCLUDING REMARKS

In this paper, we proposed a methodology for integrating
reliability considerations into the the design of fault-tolerant
power converters. The methodology integrates techniques used
in the reachability analysis of LTI systems with techniques
used in system reliability analysis. One of the advantages of
the methodology is that system reliability is obtained using an-
alytically tractable models, which alleviates the computational
burden of other techniques based on simulating the system
behavior for each possible fault event and every possible
uncontrolled input. Furthermore, by obtaining analytically
tractable solutions, it is possible to get a better understanding
of the influence of design parameters on the overall system
reliability and performance.

In the fault-tolerant buck converter example, we showed
how to improve the overall reliability of a given topology
by modifying some design parameters. We also showed that
there are certain trade-off between adding more redundancyfor
reliability purposes and the associated cost, but we showedthat

component rating can play an important role in these trade-
off studies. In further work, we will use this methodology in
the formulation of an optimization problem for fault-tolerant
power converters design, that will address these trade-off
issues between reliability, cost, and other metrics of interest.
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