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Abstract—This paper describes a controller hardware-in-the-
loop testbed that was developed to provide an ultra-high fidelity
real-time environment for testing coordination and control archi-
tectures for distributed energy resources. Although the testbed
is equipped to validate the effectiveness of architectures based
on centralized, decentralized, and/or distributed decision-making
algorithms, the focus of this paper is to describe a setup of the
controller hardware-in-the-loop testbed that accommodates and
facilitates the testing and validation of distributed coordination
and control architectures. We provide results from case studies
that utilize this setup.

Index Terms—Controller hardware-in-the-loop testing, Dis-
tributed control, Distributed energy resources, Microgrids

I. INTRODUCTION

The past decade has seen an increasing prevalence of
distributed energy resources (DERs) in the electric power
grid of numerous countries across the globe. Yet, as the
underlying technologies improve, mature, and become more
cost effective, DERs are projected to continue to experience a
growing adoption rate [1]. As a result, several coordination
and control architectures have been proposed for optimal
utilization of DERs so as to maximize revenue and/or value
for its stakeholders [2]–[5]. In addition, the microgrid concept
has been posed as, and shown to be, a promising approach for
effectively managing DERs (e.g., [6], [7]). A microgrid oper-
ating in grid-connected or islanded modes can be characterized
by two layers [8]: (i) the physical layer, and (ii) the cyber layer.
The physical layer is composed of the electrical infrastructure
utilized for generation and distribution of electrical energy,
and the cyber layer comprises the hardware and software for
communication and control.

Recent efforts aimed at developing coordination and control
architectures for the DERs in a microgrid are based on a cen-
tralized and/or decentralized decision-making approach [9]–
[11]. However, these methodologies have underlying limita-
tions that restrict either the functions or the potential practical-
ity, as well as feasibility, of the resulting architecture [12]. For
example, architectures based on a centralized decision-making
approach are susceptible to a single point of failure, whereas
those based on a decentralized decision-making approach
typically lack the flexibility that is necessary for seamless
integration of additional resources. An alternative approach
for developing DER coordination and control architectures
involves the use of a distributed decision-making scheme. In
this approach, control and coordination decisions pertaining

to each DER are based on local information acquired, e.g.,
from measurements and other information obtained through
exchanges with neighboring DERs; this affords several unique
advantages, including robustness, resiliency, scalability, and
cost effectiveness [13]. As a result, this paper focuses on
the development of a testbed for distributed coordination and
control architectures.

Although it is crucial to validate the effectiveness of DER
coordination and control architectures in real applications, the
associated costs and resources limit the degree to which this
can be practically realized—this mostly results from the need
for a variety of test scenarios and operating conditions, and
the use of hardware components that comprise the electric
power system [14]–[16]. Hence, in an effort to overcome these
limitations, we designed and built a controller hardware-in-the-
loop (C-HIL) testbed. We developed ultra-high fidelity models
of various components of the physical layer, i.e., DERs, distri-
bution lines, and loads [17]–[19], implemented them on a high-
resolution real-time emulation device [20], and interconnected
our control hardware devices (the cyber nodes) to the real-
time emulation device; the algorithms and protocols associated
with the distributed coordination and control architecture are
synthesized on each cyber node. In other words, any test
system can be realized in the emulated physical layer, and
its distributed coordination and control architecture can be
realized in the actual cyber layer. As a result, our C-HIL
testbed provides an effective, efficient, repeatable, low cost,
scalable, and adjustable testing environment for distributed
coordination and control architectures.

The remainder of this paper is organized as follows. In
Section II, we describe the distributed coordination and con-
trol architecture that was tested and validated on our C-
HIL testbed. In Section III, we provide a description of the
testbed; we describe the cyber layer, the physical layer, and
the graphical user interface used for visualization of the cyber
layer. In Section IV, we report the use of this testbed for two
studies. We provide some concluding remarks in Section V.

II. ARCHITECTURE FOR DER COORDINATION

In this section, we describe a distributed coordination and
control architecture that was tested and validated using our C-
HIL testbed. The purpose of the architecture is to coordinate
and control a group of DERs to collectively provide frequency
regulation services to the bulk power grid—it is assumed that



the DERs are located within a microgrid and can exchange
information with each other via some communication network.
Firstly, we describe the distributed decision-making process
that the architecture is based on, and afterwards we discuss
the various well documented protocols and algorithms that
facilitate the distributed decision making process (see [8] for a
detailed description of the architecture). These algorithms and
protocols, along with the cyber-physical components, form the
C-HIL testbed.

A. DER Coordination and Control Process

A regulation signal, whose value is a function of the bulk
power grid requirements, the distribution network constraints,
and the DER capacity limits, is first of all determined by a
system operator. The system operator transmits this informa-
tion to an aggregator, and the aggregator forwards it to the
cyber nodes it is connected to. Thereafter, by relying on a
communication network, all cyber nodes exchange information
with their neighboring nodes, iteratively, until each cyber
node is able to compute desired generation setpoints for the
DERs they are in command of—this information exchange
and setpoint computation process is based on the use of a
distributed decision-making algorithm.

B. Algorithms and Protocols

The decision-making algorithm at the core of the afore-
mentioned distributed coordination and control architecture is
called the ratio-consensus algorithm. The algorithm, which
is described in [8], [21]–[24] in great detail, serves as a
primitive for solving many coordination and control problems
in a distributed fashion. In the ratio-consensus algorithm, each
cyber node i maintains two internal states yi and zi, which, at
iteration k, it updates and broadcasts to its neighboring cyber
nodes. The values of yi and zi at instant k, denoted by yi[k]
and zi[k], respectively, are used to compute γi[k] =

yi[k]
zi[k]

, and
after a finite number of iterations K, which can be determined
as described in [25], the resulting γi[k] is close to

∑
i yi[0]∑
i zi[0]

for
all i and all k > K. A variant of this algorithm, called the
robust ratio-consensus algorithm, is proposed in [2], [26], and
as the name suggests, it is robust against packet drops in the
communication links.

Before an offline cyber node (a node that is not connected to
the distributed communication network) can take part in ratio-
consensus executions, its internal clock must be synchronized
to the common time reference of all online cyber nodes,
i.e., nodes that are connected to the communication network.
As a result, we developed a time resynchronization protocol
for synchronization of an offline cyber node’s clock to the
common time reference of the cyber layer. The protocol
is a variant of the clock synchronization protocol that was
described in [8].

The time resynchronization protocol is executed by each
online cyber node immediately after an execution of the ratio-
consensus algorithm. When this happens, each online node
broadcasts a “resync” package and stores the broadcast time
t1. Each “resync” package contains information on the offset

between the online cyber node’s clock and the common time
reference; we refer to this as the global offset dg . When an
offline cyber node receives a “resync” package, it stores dg
and the package receipt time t2, and at time t3, it sends a
response package that contains information on t2 and t3. The
online node receives the response message at time t4 and now
it has all the necessary information to compute the local offset
dl as follows:

dl =
(t2 − t1)− (t4 − t3)

2
. (1)

The online cyber node sends a package containing information
on dl to the offline cyber node, and the offline node computes

d = dg + dl, (2)

which is the offset between the offline nodes clock and the
common time reference. This value is used to synchronize the
clock of the offline cyber node to the common time reference
of the online cyber nodes.

III. TESTBED

This section describes the underlying hardware and software
infrastructure that constitutes our C-HIL testbed. A brief
description of the cyber layer infrastructure, the physical
layer infrastructure, and the graphical user interface, which
is utilized for visualization of the cyber layer, is provided.

A. Cyber Layer Infrastructure

As depicted in Fig. 1, n control hardware devices, which we
refer to as cyber nodes, and a virtual entity, which we refer to
as an aggregator, make up the cyber layer. The aggregator
serves as an intermediary between the cyber nodes and a
higher-level authority, e.g., the bulk power system operator.
These cyber layer components implement the algorithms and
protocols that realize the distributed coordination and control
architecture discussed earlier.

Each cyber node is composed of an Arduino Due. Neigh-
boring cyber nodes communicate wirelessly via a MaxStream
XB24-DMCIT-250 revB XBee wireless module that is inter-
faced to the Arduino Due. Also, using an Ethernet shield
model W5100 that is connected to the Arduino Due, each
cyber node communicates with several lower-level controllers
via Ethernet.

Two standard protocols were implemented to facilitate com-
munication between the cyber nodes, as well as between each
cyber node and several lower-level controllers: (1) Zigbee
protocol for peer-to-peer wireless communication between
cyber nodes, and (2) Modbus TCP/IP protocol for Ethernet
communication between each cyber node and the lower-level
controllers. Communication between the aggregator and the
cyber nodes is achieved via a serial communication protocol.

B. Physical Layer Infrastructure

In our C-HIL testbed setup, the physical layer is em-
ulated using either a Typhoon HIL real-time simulator or
the Open Distribution System Simulator. Also, lower-level
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Fig. 1: A Schematic of the Controller Hardware-in-the-Loop Testbed.

control schemes for each DER are synthesized on a controller
hardware device.

1) Typhoon HIL Hardware: The C-HIL testbed is equipped
with three ultra-high fidelity real-time simulation hardware
devices: one Typhoon HIL 402 and two Typhoon HIL 603s. By
allowing real-time simulation step sizes as low as 0.5 µs, PWM
sampling of 20 ns, and implementing very detailed models
of system components, as discussed in [19], these devices
accurately emulate the effects of switching transients and elec-
tromagnetic transients on the electric power system. Reduced-
order models proposed in [17]–[19] are also implemented on
the Typhoon HIL devices to reduce the modeling complexity
and, as a result, lower the computational cost of emulating a
large number of DERs.

2) Open DSS Software: The testbed is equipped with a
software developed by the Electric Power Research Institute
(EPRI) called Open Distribution System Simulator (OpenDSS)
(see [27] for a detailed description of the software). We utilize
the OpenDSS software in our C-HIL testbed because of its
capacity to emulate large distribution networks, its adaptability
for cosimulation, its high usability, and the large number of
publicly available standard distribution network models that
have been developed in OpenDSS. In our C-HIL testbed, the
OpenDSS software is executed on an off-the-shelf desktop

computer.
3) Lower-level Controller Hardware: The C-HIL testbed is

equipped with multiple Texas Instruments MSP-EXP432e401y
Ethernet boards for implementation of lower-level DER con-
trol schemes such as governor control, frequency droop con-
trol, voltage droop control, and virtual oscillator control.
As shown in Fig. 1, a bidirectional communication link is
established between each cyber node and m lower-level con-
trollers, as well as between each lower-level controller and the
simulation device. The Modbus TCP/IP protocol is employed.

C. Graphical User Interface

A graphical user interface (GUI) was developed for real-
time monitoring of the cyber layer. For this purpose, we made
use of Processing Integrated Development Environment (IDE)
[28]. This IDE is based on Java and provides access to libraries
that ease the creation of interactive visualization tools.

The GUI visualizes information in three different modes:
(i) graph mode, (ii) communication mode, and (iii) plot mode.
The graph mode displays the graph associated with the com-
munication network. The communication mode displays the
network in a more dynamic fashion than that in Graph mode.
The plot mode displays data of the iterative process in real
time after each round of the distributed algorithm execution.
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Fig. 2: GUI in Communication mode for 4 cyber nodes network.

A key use of the GUI is to monitor two different failure
modes that may occur in the cyber layer: (i) link failure, and
(ii) node failure. A link failure is a communication failure
between two neighboring cyber nodes, and it is caused by
loss of data (packet drops) during the send/receive process.
A link failure is modeled in the GUI by a communication
link disappearing from the graph. A node failure could be
caused by a cyber node being physically disconnected from
the network (node down), or by a cyber node going offline,
as described in Section II-A. In the GUI, these two modes,
i.e., node down and node offline, are visualized differently.
A node down is visualized by hiding the corresponding visual
representation of the node in the graph, whereas a node offline
is visualized by eliminating all links connecting the offline
node to its neighbors.

A snapshot of the GUI in communication mode is shown
in Fig. 2. Panel a) of the figure shows the network in its
initial configuration, when all cyber nodes are offline. As
shown in panel b), when the cyber nodes are identified by the
GUI application, they are visualized as color-coded circles,
to distinguish each cyber node. After the cyber nodes are
synchronized, an animation of moving arrows appears to
represent the communication links between neighbors as well
as the communication direction; this is depicted in panel c).
Panel d) depicts the GUI when node 4 goes offline.

IV. CASE STUDIES

Using two case studies, this section demonstrates the capa-
bilities of the C-HIL testbed for the testing and validation
of the aforementioned distributed coordination and control
architecture. We provide details on the setup of the testbed
for the testing and validation tasks, pointing out the different
components of the testbed used in each case study. The first
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Fig. 3: Cyber-physical representation of a grid-connected microgrid.

case study comprises a four-node microgrid connected to
the bulk grid, whereas the second case study comprises the
University of California San Diego Microgrid connected to
the bulk power grid.

A. 4-bus Microgrid Providing Frequency Regulation Services
to the Bulk Grid

Figure 3 portrays a cyber-physical representation of a grid-
connected microgrid that is equipped with a distributed coor-
dination and control architecture. This case study makes use
of the synthetic four DER microgrid case depicted in Fig. 3,
with each DER being a battery storage system.

The goal of this case study is to coordinate and control the
response of the DERs so that the microgrid’s active power
injection into the bulk grid tracks a frequency regulation
signal sent from the aggregator. Each DER was modeled on a
Typhoon HIL 402 using ultra-high fidelity models of a LCL
filter, a three phase inverter, and a battery storage unit (see [19]
for modeling details). In this setup, each cyber node controls a
DER in the Typhoon HIL, and the lower-level control scheme
for each DER was emulated in the Typhoon HIL 402 (i.e., the
lower-level controller hardware was not used). The aggregator
was used to send continuous frequency regulation signals
to one cyber node, referred to as the leader node, and the
cyber layer utilized the distributed coordination and control
architecture in order to compute desired regulation signals for
each DER modeled in the Typhoon HIL 402. The PJM RegD
test signal [29] was utilized for this study.

PJM’s performance compliance for frequency regulation
service defines a metric called the performance score, and
each participating DER or microgrid is required to have a
performance score greater than 75% [30]. The results from this
study are shown in Fig. 5. After comparing the regulation sig-
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Fig. 4: GUI in Plot mode and Graph mode.

nal to the microgrid active power injection into the bulk grid,
and accounting for the delays introduced by the distributed
coordination and control architecture, a performance score of
89.2% was computed for the microgrid.

B. The UCSD Microgrid Providing Frequency Regulation
Services to the Bulk Grid

The University of California San Diego (UCSD) microgrid
has 100 controllable nodes comprising 10 photovotaic (PV)
generators, 3 gas and steam turbines, and 87 loads (buildings
and electric vehicle (EV) charging stations). Additionally,
there are 20 uncontrollable loads in the system. The loads
and generators are interconnected via a network of distribu-
tion lines and 52 transformers to the bulk grid, at a 69kV
voltage level. The goal of this case study is to coordinate and
control the DERs and controllable loads such that the UCSD
microgrid’s active power injection to the bulk grid tracks a
frequency regulation signal sent by the aggregator.

We made use an OpenDSS reduced-model of the UCSD
microgrid obtained using the method developed in [31], and
implemented the primary control schemes of each DER on a
lower-level controller hardware device. Although OpenDSS is
not a real-time simulator, we mimicked a real-time operation
by polling the OpenDSS results continuously and implement-
ing appropriate delays on the results. The regulation signal
was sent to one of the cyber nodes from the aggregator, and
afterwards the cyber layer utilized the distributed coordination
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and control framework described in Section II to compute
desired regulation signals for each DER modeled in the
OpenDSS. Figure 4 depicts a snapshot of the GUI during the
execution of this case. Panel a) of the figure shows the GUI
in plot mode for one execution of the distributed algorithm.
Panel b) of the figure shows the GUI in graph mode for the
cyber network representation.

A five-minute long frequency regulation signal from PJM
was used in this case study, and we used standard metrics to
validate the corresponding results. In particular, we required
that: (i) initial response time < 5 s, (ii) reserve magnitude
target > 5%, (iii) reserve magnitude variability ≤ ±5%,
(iv) ramp time ≤ 5 min, (v) duration >= 30 min, and
(vi) availability > 95%. The results are presented in Fig. 6.
The UCSD microgrid’s active power is shown to track the
frequency regulation signal, and we showed that the required
performance metrics were met. Figure 6 shows a response
delay of approximately 4.5 s. The delay is caused by the time
taken to implement the distributed coordination and control
architecture.

V. CONCLUDING REMARKS

In this paper, we reported the development of a controller
hardware-in-the-loop testbed for the testing and validation of



distributed coordination and control architectures. The pre-
sented case studies highlight two capabilities of the testbed: (1)
the ability to accommodate the use of ultra-high fidelity mod-
els of DERs, and (2) the interfacing capability of the testbed
with other third party platforms, such as EPRI’s OpenDSS, in
order to accommodate testing on large test systems.
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