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Abstract

Distributed average consensus is a key primitive for accomplishing a variety of distributed estimation, control, and optimization tasks
in multi-agent systems. This article discusses a popular class of such algorithms, as well as their application to distributed control
and optimization settings. The class of algorithms we focus on operate in an iterative fashion: at each iteration, each agent updates
a set of locally held variables by linearly combining them with similar values it receives from its immediate neighboring agents;
each agent then transmits its updated values to its neighboring agents and the iteration continues. Such linear iterative schemes have
become popular due to their simplicity and ease of implementation, however, they are vulnerable to malfunctions or attacks in the
commnunication network on which their operation relies, or the agents themselves. The article provides an overview of techniques
for robustifying these linear iterative schemes against network abnormalities (e.g., packet delays or drops) and malfunctioning agents
(e.g., faulty or malicious agents).
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Key Points/Objectives

e Distributed averaging algorithms are key for applications in distributed optimization, learning, control and coordination;

e Distributed detection, identification, and correction against faulty/malicious activity is one of the critical challenges in emerging net-
worked/distributed applications;

e Local invariant conditions are instrumental for detecting/identifying faulty/malicious agents;

e Running-sum ratio consensus or running-sum push sum schemes enable resiliency to network abnormalities (packet delays and/or
drops) and faulty/malicious agents.

1 Introduction and Motivation

A multi-agent system consists of a set of agents that can share information with neighboring agents via connection links, forming a generally
partially connected and possibly directed communication topology. In many applications of multi-agent systems, some of which are
elaborated upon later in this introduction, the agents aim to calculate a function of certain parameters that are held at individual nodes.
Depending on the underlying application, the parameter at each node could be a measurement of some quantity of interest (e.g., from a
sensor in a sensor network), the speed or direction of a mobile robot in a robotic network, or the scheduled output of a generator in a power
network. When all agents calculate the average of these parameters, the agents are said to reach average consensus. Average consensus
and, more generally, distributed function calculation have been studied by the control community, the communication community, and the
computer science community (see, e.g., the works by Tsitsiklis (1984); Lynch (1996); Koetter and Médard (2003); Olfati-Saber and Murray
(2004); Hromkovic et al. (2005); Cortés (2008)). For control applications, average consensus has been studied primarily in settings where
convergence to the average is asymptotic and each node processes and transmits real-valued states with infinite precision (see, e.g., the
works by Jadbabaie et al. (2003); Olfati-Saber and Murray (2004); Cao et al. (2008); Olshevsky and Tsitsiklis (2009)). Various extensions
have also been addressed: issues of finite time completion were addressed by Sundaram and Hadjicostis (2007); Wang and Xiao (2010);
Yuan et al. (2013); Hendrickx et al. (2014), quantized transmissions by Kashyap et al. (2007); Aysal et al. (2008); Nedic et al. (2009);
Lavaei and Murray (2011); Cai and Ishii (2011), and event-triggered operation by Seyboth et al. (2013); Nowzari et al. (2019); Rikos and
Hadjicostis (2020a,b).

1.1 Connections to Distributed Optimization and Learning

Distributed optimization constitutes a framework in which agents cooperatively solve a global optimization problem. In the basic setup,
each agent has only local (and, hence, partial) knowledge of the entire problem; for example, it knows a local part of the objective function
and the constraints. A typical goal is to optimize the sum of local objective functions subject to a number of (local and/or global) constraints.
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The aim is to iteratively solve the problem locally at each individual agent, which can subsequently communicate and exchange information
with other agents. Consensus algorithms are then deployed to combine the local solutions and achieve a globally optimal solution, over
multiple iterations. Distributed (average) consensus algorithms play a pivotal role in this context by enabling agents to share information
with their neighbors about their local estimates and/or gradients, and iteratively update their local estimates of the optimal solution based
on local information and messages received from neighboring agents, in order to solve the optimization problem collaboratively. Among
other advantages, this setting eliminates the reliance on the central node, which constitutes a single point of failure and imposes a significant
communication load, and makes the scheme more easily adaptable and scalable.

Several distributed optimization algorithms deploy (average) consensus mechanisms to solve distributed optimization problems, includ-
ing the following:

1. In distributed gradient descent methods, each agent computes a local gradient of the objective function and updates its local estimate
by taking a step in the direction of the negative gradient. Consensus algorithms help in aggregating these local updates to reach global
consensus (see, e.g., the works by Xi and Khan (2017); Nedi¢ et al. (2017); Xi et al. (2018); Notarstefano et al. (2019), and the references
therein).

2. Distributed Alternating Direction Method of Multipliers (ADMM) is a popular algorithm for solving convex distributed optimization
problems with distributed constraints. Consensus steps in ADMM ensure that agents reach consensus on the dual variables, guaranteeing
the convergence of the method; see, for example, the works by Shi et al. (2014); Khatana and Salapaka (2020); Jiang and Charalambous
(2021); Khatana and Salapaka (2023); Rikos et al. (2023), and references therein.

When working with big data, training time exponentially increases, prohibiting scalability and online optimization. Making use of a
distributed approach, training on huge amounts of data can be accelerated, facilitating fast decision-making and optimization. Distributed
learning algorithms, such as distributed stochastic gradient descent (SGD) or federated learning, deploy consensus protocols to train machine
learning models across multiple devices or agents; see, for example, the works by Scaman et al. (2019); Spiridonoff et al. (2020); Verbracken
et al. (2020).

1.2 Some Engineering Applications

Beyond the applications discussed above, distributed average consensus algorithms have found numerous applications in electric power
systems (see, e.g., the works by Dominguez-Garcia and Hadjicostis (2010); Dominguez-Garcia and Hadjicostis (2011); Dominguez-Garcia
et al. (2012b,a); Cady et al. (2015b,a, 2017), and the references therein). One of the earliest applications of these algorithms appears in the
work by Dominguez-Garcia and Hadjicostis (2010), wherein the problem is to coordinate the power outputs of a set of distributed energy
resources (DERs) so that the sum of the power outputs is equal to some pre-specified value while respecting individual DER capacity
constraints; such problem is important in, e.g., enabling the utilization of the DERs for real-time load balancing in a power network. If there
is no cost associated to each of the DERs, the problem reduces to a feasibility problem; then, one solution is to allocate power to each DER
as a convex combination of its upper and lower capacity limits, with the parameter specifying such convex combination being a function of
the pre-specified (total power) value to be provided by the DERs and their upper and lower capacity limits. The problem faced by the DERs
is then to compute said parameter in a distributed fashion. As it turns out, such a problem can be viewed as a distributed weighted average
consensus problem, which can be solved using a variant of the algorithm in Section 2.3.

One can generalize the setting discussed above by endowing each DER with a cost function; then, the problem can be cast as an
optimization program where the goal is to determine the power outputs of each DER that result in minimum total cost while respecting the
DER individual capacity limits, and ensuring the total power output they provide is equal to the pre-specified amount of power the DERs
should collectively provide. This problem is referred to as the economic dispatch (ED) problem in the power systems literature, wherein
either linear or quadratic costs are assumed (see, e.g., the book by Bergen and Vittal (2000)). One approach to solving the problem is to
formulate its Lagrange dual. As it turns out, the structure of the dual problem is such that it can also be solved in a distributed fashion using
the algorithm in Section 2.3; see the works by Dominguez-Garcia et al. (2012a) for the quadratic cost case, and by Xu et al. (2017) for the
linear cost case.

Another problem where distributed averaging has found application is frequency regulation in microgrids operating in islanded mode
(see, e.g., the work by Cady et al. (2015a, 2017)). Specifically, one would like to use feedback control to regulate the power output of the
generating units so as to balance the load in real time in order to regulate the system frequency to some nominal value, e.g., 60 Hz. The
problem is solved using an integral controller wherein the error is the deviation from said nominal value of the average of the frequency in
the microgrid network measured at different points. While such a controller is typically implemented in a centralized fashion with a single
processor having access to the aforementioned frequency measurements, in certain applications where fault-tolerance and resilience are
key, e.g., military microgrids, it is desirable to implement the controller in a distributed fashion; this can be easily accomplished as follows.
The controller of each generating resource can measure frequency locally. Then, assuming the controllers can exchange information with
neighboring controllers, they can execute a distributed averaging algorithm to obtain the average frequency. Once each controller has
learned the average frequency, they can use it as an input to a local copy of the integral-based controller; the reader is referred to the work
by Cady et al. (2017) for further details.
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2 Linear Iterative Schemes for Distributed Average Consensus

2.1 Graph Notation and Problem Formulation

‘We can conveniently capture a multi-agent system via a digraph (directed graph) G = (V, &), where V = {vy,va,..., vy}, N > 2, is the set
of agents (nodes), and & €V XV —{(vj,v)) | v; € V} is the set of interconnections among them. More specifically, (v;,v;) € & if node
v; may receive information from node v;. We assume that G is strongly connected, which means that, for each pair of nodes v;,v; € V,
v; # v;, there exists a directed path from v; to v; (i.e., we can find a sequence of nodes v; =: vy, v;,,...,v, := v; such that (v, ,v;,) €&
fort=0,1,...,#—1). Note that the exchange of information between pairs of nodes may be asymmetric, i.e., v; may receive information
from node v; but not vice-versa; in such case, we have that (v;,v;) € & but (v;,v;) ¢ & We define the set of in-neighbors of node v; as
NIT ={v; € V| (v;,v;) € &}, and the set of out-neighbors of node v; as N; ={v € V| (v,v;) € E}. The cardinalities of these sets are
referred to as the in-degree and out-degree of node v;, denoted respectively as D = INJ.’I and D]*. = INJTI.

Problem Formulation: We assume that each node v; possesses a value V; and the objective for all the nodes is to compute the average
of the V;’s, i.e., compute

‘—/ — 215\1:1 V{’

~ (M

The computation of V has to be done following a distributed iterative algorithm that adheres to the communication constraints imposed by
G, i.e., at each iteration, each node can only receive values from its in-neighbors and can only send values to its out-neighbors. We assume
a simple broadcast model throughout this article: each node v; transmits a value (or values) in a single packet that is received (at least under
nominal conditions) by all of its out-neighbors in the set Njf'. Furthermore, each packet is associated with a unique identifier that allows
receiving nodes to identify the transmitting node.

2.2 Single Linear Iteration

One of the most popular algorithms for distributed average consensus is one in which each node v; maintains a scalar state variable x;[k],
which it updates at each iteration k based on the values it receives from its in-neighbors. The updated x;[k + 1] is then sent to the out-
neighbors of node v, and the iteration continues. Specifically, each node v; uses a linear time-invariant update of the form

)Cj[k + 1] = pjjxj[k] + Z pjix,-[k] N (2)
v,eNj’

where x;[0] = V; forall v; € V, and the p;;’s are constant weights, chosen to satisfy certain constraints that we describe later in this section.
If we let x[k] = [x1[k], x2[k], . . ., xy[k]]T, then the iteration in (2) can be written in matrix form as

xlk + 11 = Px[k], x[0] = [V, Va,...,VAlT, 3)

where P = [p(j,i)] is the (N x N)=dimensional weight matrix with its entry p(j,i) at the jth row, ith column satisfying p(j,i) = p;; if
Vi € Nj’ U {v;} (zero otherwise). In other words, the constraint (imposed to adhere to the distributivity requirements) is that p(j, i) = 0 if
Vi ¢ Nj_ U {V j}.

The nodes are said to reach asymptotic average consensus if

ZiLy xl0]
N

The necessary and sufficient conditions for the iteration in (3) to asymptotically reach average consensus are: (i) P has a simple eigenvalue
at 1, with left eigenvector 1% and right eigenvector 1y (where 1y denotes the N-dimensional all ones column vector), and (ii) all other
eigenvalues of P have magnitude strictly less than 1 (see, e.g., the works by Xiao and Boyd (2004); Olfati-Saber and Murray (2004)). If one
focuses on nonnegative weights, these conditions are equivalent to P being a primitive doubly stochastic matrix. The rate of convergence to
average consensus of the iteration in (3) is governed by the magnitude of the second largest in magnitude eigenvalue of matrix P (see, e.g.,
the work by Xiao and Boyd (2004)).

In the case of an undirected! graph or, more generally, a balanced digraph,? there are very simple ways for the nodes to choose the
weights in a distributed manner so that P forms a primitive doubly stochastic matrix (see, e.g., the monograph by Hadjicostis et al. (2018)).
Since in these graphs we have Dj*. =D} := D forall v; € V, one possibility is the following: each node v; sets the weights on all of its

Jim x;[k] = =V, Vv eV.

in-coming links to be p;; = NL forall v; € NI’ and p;; =1~ % (zero otherwise), where N’ is an upper bound on the total number of nodes
(i.e., N’ =2 N). It is easy to verify that P will be a doubly stochastic matrix (in fact, P will also be symmetric in the case of an undirected
graph). Furthermore, P will be primitive as long as the graph G is strongly connected. Another possibility for choosing weights in the case
of an undirected graph is the so-called Metropolis weights in the work by Xiao et al. (2005) where p;; = p;; = 1/(1 + max{D;, D;}) when
(vj,vi) € & (and, thus, (v;,v;) € &) and pj; = 1 = 3, ey, pji where Nj = N = N7 is the set of neighbors of node v; (weights are set to zero

'An undirected graph is a digraph G = (V, &) in which (vj,vi) € & if and only if (v;,v;) € &; thus, in an undirected graph, we trivially have Nj+ = Nj’ := Nj and
D% =D; :=Djforallv; V.
2A balanced digraph G = (V, &) is one in which D} =D; :=Djforallv; e V.
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otherwise).

When the underlying topology G is not necessarily undirected or balanced, choosing weights that form a primitive doubly stochastic
matrix is harder (because, in general, D+ # D7). The problem reduces to a matrix scaling/balancing problem, centralized solutions for
which are summarized in the survey by Schnelder and Zenios (1990); distributed solutions to such problems are more challenging (see, e.g.,
the more recent works by Gharesifard and Cortés (2012); Dominguez-Garcia and Hadjicostis (2013); Rikos et al. (2014)).

2.3 Double Linear lteration

Consider a distributed system, captured by a digraph G = (V, &), in which each node v; € V has an initial value V;. Ratio consensus is an
iterative distributed algorithm that allows the nodes to asymptotically calculate the average V in (1) as the ratio of two local variables that
they update in a linear iterative manner, without having to obtain weights that form a doubly stochastic matrix.

Each node v; maintains a pair of scalar state variables, y;[k] and z;[k], which it updates at each iteration k based on similar pairs of state
variables it receives from its in-neighbors. The updated y;[k + 1] and z;[k + 1] are then sent to the out-neighbors of node v; and the iteration
continues. Specifically, each node v; uses linear time-invariant updates of the form

yilk+11 = > yilkl/(+D)), @
vieN; U}

Glk+11 = > zlkl/(+ D)), ®)
V,EN;U(V,,

where y;[0] = V;, and z;[0] = 1, for all v; € V. The protocol assumes that each node v; is aware of its out-degree D} and can be imple-
mented by having each node transmit the values yj[k] = ylk]/(1 + D;f) and z;[k] := z;[k]/(1 + D;f) in a single broadcast transmission that
is received by all of its out-neighbors; each receiving node simply adds the values it receives from its in-neighbors.

It can be shown (see, e.g., the monograph by Hadjicostis et al. (2018)) that, as long as the underlying digraph G is strongly connected,
the ratio r;[k] := y;[k]/z;[k] at each node v; asymptotically converges to the average of the initial values, i.e.,

2. ye[0]
e ze[0]

To see this, let us use matrix-vector notation to write the ratio consensus iterations as

Jim rifk] = =V, VvjeV. (©6)

ylk+11 = Pylk], @)
k+1] Pzlk], ®)

where y[k] = [y [k], y2[k], ..., yn[KITT, z[k] = [z1[k], z2[Kk], . . ., zn[K]]T (with y[0] and z[0] initialized as above), and P = [p(j, )] is a column
stochastic matrix such that the entry p(j,7) at the jth row, ith column satisfies p(j,i) = 1/(1 + D}) if v; € N;" U {v;} (zero otherwise). It
is easy to see that P will also be primitive if the underlying digraph G is strongly connected. In such case, we have limy_,, P¥ = 717,
where 7 is the right eigenvector of P that corresponds to eigenvalue 1 (by the Perron-Frobenius theorem, 7 is a strictly positive vector,
normalized in this case so that the sum of its entries is equal to unity). Therefore, we have that limy_,. y[k] = limy_ P*y[0] = n(1Ty[0])
and 1imy_,e z[k] = limy_o P¥z[0] = m(172[0]), from which it follows that
mx@me)v
x (2L z10])

Notice that 7r;, the jth entry of vector r, is strictly positive and need not be known to the nodes.

From the above argument, it is clear that ratio consensus works with any primitive column stochastic matrix P (whose zero/one
structure—excluding the diagonal elements—necessarily reflects the constraints captured by the given digraph, so that the ratio consen-
sus protocol conforms to the given distributivity constraints); see, e.g., the monograph by Hadjicostis et al. (2018). In fact, a variation of
ratio consensus can also lead to asymptotic average consensus even when the communication topology is changing. Next, we describe the
so-called push sum algorithm for the case when the communication topology is time-varying, i.e., at iteration k, the topology is captured by
adigraph G[k] = (V, E[k]) where E[k] C E. Below, we use N * k] (D;.r [k]) to denote the set (number) of out-neighbors of node v; at iteration
k, and Nj‘ k] (Dj [k]) to denote the set (number) of in- nelghbors of node v; at iteration k. The push-sum iterations, which are essentially a
time-varying version of the ratio consensus iterations, are given by

A itk =

ylk+1] Plklylkl, (€
Zk+11 = Plklzlk], (10)

where P[k] = [p[k](j, )] is a column stochastic matrix such that the entry p[k](j, i) at its jth row, ith column satisfies p[k](j, i) = 1/(1 +
D;[k]) if v; € N [k] U {v;} (zero otherwise). In terms of implementation, the push-sum protocol assumes that each node v; is aware of its
(instantaneous) out-degree D+ [k] at iteration k, and transmits the values y ; k] = y;[k]/(1 + D+ [k]) and z;[k] := z;[k]/(1 + DJr k]) in a single
transmission to all of its out- nelghbors each receiving node simply adds the values it recelves from its in-neighbors.

Subject to some mild joint properties on the sequence of matrices P[k], convergence in (6) still holds though the proof is more complex
(see, e.g., the works by Kempe et al. (2003); Bénézit et al. (2010); Hadjicostis and Charalambous (2014); Hadjicostis et al. (2016)). From
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(9)—(10), we can write
ylk+1] = TIlkly[0],
Zlk+1] = T[k]z[0],

where T'[k] = P[k]P[k — 1]...P[1]P[0] is a column stochastic matrix that governs convergence. It can be shown that, under the mild assump-
tion stated below, as k goes to infinity, we have

T[k] = nlk]1}, (11

where ni[k] = [m[k], ma[K], . .. ,7rN[k]]T is a (nonnegative) stochastic vector (i.e., 0 < m;[k] < 1 foralli=1,2,..., N, and Z?’Zl welk] = 1). In
other words, weak ergodicity of the product of column stochastic matrices P[k] is obtained according to the terminology by Seneta (2006);
this intuitively means that the columns of T'[k] equalize asymptotically but they do not necessarily converge (i.e., in general, they will
depend on k). By using (11), as k goes to infinity, it is easy to see that

N

yilkl = mk)( > yelo1), (12)
=1
N

21kl = itk D 2107). (13)

(=1

which means that the ratio r;[k] = y;[k]/z;[k] asymptotically converges® to the average of the initial values, even though y jlk] and z;[k] do
not converge in general. Again node v; does not need not know explicitly the values 7 ;[k].

With the particular choice of weights we made in this section,* a sufficient condition for reaching asymptotic average consensus using
the push-sum algorithm is to be able to find a finite K such that each union digraph

GITKIUGITK + 11U ... UG[TK + K = 1] :=(V,E[TK]UE[TK + 1]U...UE[TK + K - 1])

fort=0,1,2,...,is strongly connected.

3 Robustification against Packet-Dropping Links and Delays

3.1 Running-Sum Ratio Consensus

The running-sum ratio consensus algorithm (see, e.g., the monograph by Hadjicostis et al. (2018)) is a variation of the ratio consensus algo-
rithm used to overcome packet drops (e.g., the work by Dominguez-Garcia et al. (2012b)) or other network-induced uncertainties, such as
unknown out degrees (e.g., the work by Hadjicostis et al. (2016)), when performing distributed average consensus over an arbitrary (strongly
connected) digraph. The main idea in running-sum ratio consensus is that, at time step k, instead of broadcasting y j[k] = y;lk]/(1 + D}’)
and z;[k] := z;[k]/(1 + D;.’), node v; broadcasts its y- and z-running sums, denoted by o ; and 7 respectively, and defined as follows:

k

oilk+11 = Y yl/(1+D}),
=0
k

milk+11 = > 5{0/(1+ D)) .
=0

Clearly, each receiving node can recover ij[k] =y;[kl/(1 + D;), zj[k] = z;[k]/(1 + D}’), by taking the differences o;[k + 1] — oj[k] and

n;lk + 1] — n;[k] (i.e., the difference between two consecutive running sums received from node v;). Thus, apart from broadcasting/receiving

y- and z-running sums, the ratio consensus algorithm could be run in exactly the same way (by first recovering the needed values at each

iteration), modulo some additional bookkeeping at each node. More specifically, each node v; needs to maintain the following additional

variables:

1. Node v; maintains its own out-going running sums o ;[k] and n;[k], which it initializes at o-;[0] = 0 and 7;[0] = 0, and updates recur-
sively as

oilk+1] = o[kl +y;[k]/(1 + D;T) , (14)
n;lk +1] njlk1 +z;[k1/(1 + D7) . 15)

2. Node v; also stores the pair of in-coming running sums it receives from each of its in-neighbors (so that it can use it to take the
differences when it receives the updated pair of running sums at the next iteration). More specifically, for each in-neighbor v; € N;.

3Depending on the instantiation of matrix P[k — 1], it is possible that y;jlk] = z;[k] = O for one or more nodes v; € V; in such case, the ratio r;[k] is taken to be undefined.
4More generally, we need to ensure that nonzero weights in matrices P[k] are bounded away from zero (and, of course, that each P[] is column stochastic with its entry
plk](j, i) at the jth row, ith column satistfying p[k](j,7) # O if and only if v; € N* U {v;}).
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node v; maintains two in-coming running sums, namely p ;[k], which keeps track of the y-running sum last broadcast by node v;, and
ujilk], which keeps track of the z-running sum last broadcast by node v;. Indirectly, this assumes that each node is able to associate an
incoming message with the node that sends it (e.g., via a unique identifier).

At each iteration of running-sum ratio consensus, each node v; updates its variables as

wlk+11 = >0 (pulk+ 11 plkD (16)
v,EN/TU(V,)

G+ 11 = D7 (ualk+ 1= plkD) a7
v;ENITU(L',)

where pj;[k] = oj[k] and u;i[k] = n;[k] (both p and u are initialized at zero, i.e., p;;[0] = 0 and u;[0] = 0). Clearly, the iterations above
reduce to the ratio consensus iterations in (4)—(5); thus, as long as the underlying digraph is strongly connected, the ratio r;[k] := y;[k]/z;[k],
for each node v; € V, asymptotically converges to the average V of the initial values.

3.2 Handling Packet Drops

The reason running-sum ratio consensus was first proposed was to handle occasional packet drops by the communication links, i.e., handle
situations where the pair of values o[k + 1] and 5;[k + 1] that are sent by node v; at iteration k never reach a particular out-neighbor
v; € N;f. To model such situations, one can think of G = (V, &) as the nominal (strongly connected) digraph that captures the interactions
between nodes in a multi-agent system. Then, at each iteration, we can use E[k], E[k] C &, to denote the set of active communication links.
Specifically, (v;,v;) € &[] if the transmission from node v; to node v; is successful (i.e., there is no packet drop at iteration k). This results
in a sequence of digraphs G = (V, E[k]) capturing the set of edges that are active at each iteration k.

The approaches by Dominguez-Garcia et al. (2012b); Hadjicostis et al. (2016) handle packet drops by having each node execute the
running-sum ratio consensus iterations in (14)—(17), where each node v; € V initializes all pj; and p;, for each v; € Nj‘ U {v;}, to zero and
updates them at each iteration as

) oilk+1], if(vj,v) €&lklorifi=j,

pilk+1] { pulkl, (v ¢ Elkland i % (18)
) mlk+ 1], if (vj,v) € Skl orif i = j ,

Hilk +1] { wilkl, i (vj,v) ¢ Elkland i % j . (19

When a packet drop occurs at iteration k on the link (v}, v;) (from node v; to node v;), the updates of y;[k + 1] and z;[k + 1] do not take
into account node v;, since p;[k + 1] — pj;[k] = 0 and p;[k + 1] — p;;[k] = 0. However, when the transmission on this link is successful at a
subsequent step, say at iteration k + 1, node v; will be able to incorporate in its update of y;[k + 2] (respectively, z;[k + 2]) not only the effects
of the most recent transmission from node v;, but also the effects of the lost transmission, by taking the difference pj;[k + 2] — pji[k + 1] =
ailk +2] = o[k = 2 4 MU (respectively, plk + 2] — wilk + 11 = milk + 2] — (k] = SEEL 4 SlkLy

The proof of the following theorem can be established using techniques by Hadjicostis et al. (2016). Note that stochastic versions of the
theorem below have also been formulated (see, e.g., the work by Dominguez-Garcia et al. (2012b)).

Theorem 1. Consider a nominal strongly connected digraph G = (V, E) where nodes execute the running-sum ratio consensus algorithm
in the presence of packet dropping links as described in (14)—(19). Let E[k], E[k] C &, be the set of active edges at iteration k (i.e., packets
on the links in the set & \ E[k] are dropped). Assume that there exists a finite integer K such that®

ETKIVE[TK +1|U...UE[TK+K-1]=&
fort=0,1,2,.... Then, for eachv; € V, we have

N
tim r, k) = 2210

= —— = ‘_/ N
koo S zl0]

where r;[k] := y;[k]/z;[k].

The main idea for the proof (more details can be found in the works by Dominguez-Garcia et al. (2012b); Hadjicostis et al. (2016)) is
to introduce a virtual buffer node bj; for each edge (v}, v;) in the given digraph G = (V, &). Virtual buffer node b has node v; as its only
in-neighbor and node v; as its only out-neighbor. The link from node v; to virtual buffer node b; is active when there is a packet drop on
link (v}, v;), whereas the link from b ;; to node v; is active when there is no packet drop. Essentially, the buffer node b;; is used to store the
cumulative y and z values that node v; meant to send to node v; but failed to do so due to packet drops. When there are consecutive packet
drops on link (v}, v;), values keep accumulating in the virtual buffer node bj;; however, as soon as there is a successful transmission, all
accumulated values transfer to node v;. The addition of the virtual buffer nodes allows us to model the execution of the running-sum ratio
consensus algorithm under packet drops as the execution of the push-sum iterations (under no packet drops) in (9)-(10) over an augmented

5The condition essentially requires that on each link there is at least one successful transmission every K iterations.
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digraph G, = (V,, E,), where

Va
811

Vu {hj,' | (Vj,Vi) €&},
EU {(bj,‘,\/,‘), (Vj, bji) | (Vjs Vi) € 8} .

More specifically, for appropriately chosen augmented y, and z, vectors, and appropriately chosen column stochastic matrices P,[k], we
can write the evolution of the state variables involved in the execution of the algorithm as

Valk +11 P[Klvalk] 20)
alk+11 = Pkl @1

where y, and z, are N,-dimensional column vectors with N, = |'V| + |&|. Each P,[k] is an N, X N, column stochastic matrix that depends
on &[] (i.e., there are 21 different matrix choices at each k). The final argument to establish the above theorem relies on weak ergodicity
techniques but has to also take into account the fact that some of the virtual buffer nodes may have undefined ratios (immediately after a
successful transmission on link (v, v;), both the y and z values held at virtual buffer node b ; are zero).

3.3 Handling Retransmissions and Packet Drops in Automatic Repeat Request (ARQ) Error Control Protocol

An average consensus mechanism that can overcome packet retransmissions (information delays) and packet-dropping links (information
loss) over directed networks is introduced in the work by Makridis et al. (2023b) by incorporating an Automatic Repeat reQuest (ARQ) error
control protocol into the ratio consensus algorithm. ARQ uses error-detection codes, acknowledgment (ACK) or negative acknowledgment
(NACK) messages, and retransmissions to maintain the reliability of data transmissions over unreliable communication channels. Under
the ARQ protocol, a packet is retransmitted after each NACK (sent by the receiver), until it is successfully received (without errors).
The packet can be retransmitted for up to a predefined number of retransmission trials before it is dropped. Different approaches can be
considered depending on how the retransmissions take place (e.g., unicast or broadcast). Here, we assume the Multiple Transmissions
Multiple Feedback (MTMF) scheme, in which each new packet is transmitted individually along with possibly retransmitted (delayed)
packets.

We describe the ARQ-based Ratio Consensus algorithm by considering a topology captured by a digraph G = (V, E), where each node
transmits (receives) data packets to (from) its out-neighbors (in-neighbors) utilizing the ARQ protocol. Specifically, each node v; executes
the following steps:

1. During the initialization phase of the algorithm, each node broadcasts a few dummy packets and acquires the number of its out-neighbors
by obtaining the sum of its incoming ARQ feedback signals (ACK/NACK), which equals the number of its out-neighbors.

2. Given its value V;, each node v; initializes the two variables it maintains to y,;[0] = V; and z;[0] = 1. To keep track of possibly lost
information due to packet drops, each node v; maintains the accumulated y; and z; masses that it wants to transmit to each of its out-
neighbors, denoted by o-;[k] and 5;[k] in (14)—(15), and initialized to o;[0] = 0 and 77;[0] = O, respectively. Similarly, each node maintains
the variables p j;[k] and p;[k] that keep track of the accumulated y and z masses received at node v; from each in-neighbor v; € Nj’; these
variables are initialized at p;;[0] = 0 and u;[0] = 0.

3. Next, node v; updates the variables y;[k + 1] and z;[k + 1] it maintains using the equations

%

yilk+ 1= >0 > ulk = riylk—rl, (22)
v,-EN/’U(v]) r=0
Glk+ 1= >0 > itk = rlalk - rl, (23)

v,-eNj’u(v]) r=0

whenever the actual packet retransmissions over link (v;,v;) € & have not reached the maximum retransmission limit, i.e., as long as
7;ilk] < 7j;, where 7j; is the maximum retransmission limit (i.e., the maximum number of times a packet is retransmitted, imposed by the
ARQ protocol) on link (v;,v;) and 7 ;[k] is the transmission delay on the packet transmitted (for the first time) on link (v}, v;) at iteration k.
Here, y;[k — r] = pjiyilk — 1] and Z;[k — r] = pjizi[k — 1], where p;; = P(j,i) is the entry at the jth row, ith column of the column stochastic
matrix P in (9)—-(10). The indicator function, ¢;;[k — r], indicates whether the bounded delay 7 [k — r] < 7j; on link (v;,v;) at iteration k — r,
equals r (which means that the transmission on link (v}, v;) at iteration k — r successfully reaches node v; at iteration k) and is defined as

k- 1] 1, ifrylk-r]=r, 24)
Lilk—r] =
’ 0, otherwise.

It is important to note that node v; processes (delayed) packets as soon as they arrive successfully. Clearly, in the absence of delays, this
strategy reduces to the ratio consensus algorithm (4)—(5).

4. If the retransmission limit of a packet sent by node v; is reached, then the running-sum mechanism is activated. At this stage, the
running-sum variables o ;[k + 1] and n;[k + 1] are updated according to (14) and (15). The accumulated information in the running-sum
variables of node v; is transmitted to its out-neighbors. If the packet arrives at the receiving node v; without errors, then variables p;;[k + 1]
and y;[k + 1] are updated with the accumulated masses o ;[k + 1] and n;[k + 1] according to (18) and (19), respectively. In other words,
with the next (possibly delayed) successful transmission, the updated running sums reach their destination node v;, which updates its state
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variables accordingly.

Remark 1. The ARQ-based consensus mechanism has been enhanced further in the work by Makridis et al. (2023a) by incorporating a
hybrid ARQ (HARQ) mechanism. It has been shown that the decoding error when HARQ is invoked reduces exponentially with the number
of retransmissions (see, e.g., the work by Lagrange (2010)). In particular, if at every time step the packet is retransmitted, the following
model can be adopted from the work by Ceran et al. (2019):

qjilk =T + 1] = qilk — 7314, (25)

where the probability that a packet initially transmitted over the link (v}, v;) at time slot k — 7j; is erroneous is denoted by ¢;[k — 7 ;i]
(similarly, at time slot k — T; + r, r < 7j;, that probability is denoted by g;[k — 7;; + r]), and the rate of packet error probability varies with
parameter A € (0, 1]. This implies that, for small A, the error probability decreases faster with retransmissions. Setting 4 = 1, the HARQ
protocol reduces to the ARQ-based scheme. More details about the adaptation of the ratio consensus algorithm for operation under the
HARQ error control protocol and its proof of convergence can be found in the work by Makridis et al. (2023a).

4 Robustification against Faulty/Malicious Nodes

4.1 Running Sums over Time-Varying Topology

In this section we assume a situation where we have a time-varying topology and execute a variation of the running-sum ratio consensus al-
gorithm. More specifically, we are given a nominal strongly connected digraph G = (V, &) and a sequence of digraphs G[k] = (‘V[k], E[k]),
k=0,1,2,..., where V[k] C V is the set of normal (i.e., non-faulty or non-malicious) nodes at iteration k and E[k] = & N (V[k] X V[k]) is
the set of edges among them. As earlier, we use NIT = {vi € V| (v;,v;) € E} to denote the set of nominal in-neighbors of node v; and N7 :=
{vi € V| (v,v;) € &} to denote the set of nominal out-neighbors of node v;; and we use N].’[k] = e VI](v),vw) €&kl = Vkln Nj’
to denote the set of normal in-neighbors of node v; at iteration k and Njf’ [k] :={vi € V| (v,v)) € E[k]} = V[k] N N ;' to denote the set of
normal out-neighbors of node v; at iteration k. The cardinalities of these sets are referred to as the (nominal) in- and out-degree of node
v; and the (instantaneous) in- and out-degree of node v; at iteration k, defined respectively as DJT = IN]TI, D/*. = INJ.*I, DJT [k] = IN]T [k]| and
D[] = N K]l

For simplicity, we assume that there is a mechanism that allows normal nodes to determine whether other nodes are faulty/malicious.
This also implies that at each iteration k, each normal node is able to identify which of its in- or out-neighbors are normal. Furthermore,
once a node is declared faulty/malicious, it remains as such, i.e., V[k + 1] € V[k] for k =0, 1,2,.... Finally, we assume that there exists a
finite ko such that V[k] = Vy for all k > k¢. In other words, eventually the set of normal nodes stabilizes to the set V.

The variation of running-sum ratio consensus we are interested in operates as follows: each node v; uses the number of its (normal)
out-neighbors at iteration k (given by D;T [k] = |Nj* [£]]) to update its y- and z-running sums as follows:

k
oilk+11 = Y yl/(1+ Dl (26)

1=0

k
nilk+11 = Zz,[l]/(l + D7) @n

=0

Note that these sums can be easily updated iteratively as

ojlk+11 = o[kl +y;lkl/(1 + D[], (28)
nilk+11 = n;lk]l +z;kl/(1 + D}[k]) . 29)

As in the case of the running-sum ratio consensus presented in the previous section, this variation requires each node v; to (i) track the
running-sum values o-;[k] and 7;[k] it broadcasts (updated as described in (28)—(29)), and (ii) maintain, for each in-neighbor v; € Nj‘, two
in-coming running sums, namely, p;;[k], which keeps track of the y-running sum broadcast by node v;, with p;[0] = 0, and p;;[k], which
keeps track of the z-running sum broadcast by node v;, with u;[0] = 0. Of course, this assumes that each node is able to associate an
incoming message with the node that sends it (e.g., via a unique identifier).

With these modifications, at iteration k, node v; updates its y and z values based on the running sums it receives from its (nominal)
in-neighbors as follows:

wilk+11 = > (plk+ 11=p;lkD (30)
v,-EN,’U(vj)
Glk+11 = > (ulk+ 1= pilkl) 31

v,EN/’U(v,)
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with the caveat that p and p are updated at iteration k as

[ ailk+ 11 ifve NI orifi=j,

pilk+11 = { 0, ifv; ¢ N[kl and i # (32)
[ mlk+11 ifve NiIKorifi=j,

pilk+ 11 = { 0, ifvi ¢ N[k and i # . (33)

In terms of implementation, the above iterations could be executed easily, as long as each node v; is aware at each iteration k of Nj‘ [k]
(i.e., the subset of its in-neighbors that are normal at iteration k) in order to properly update the p’s and y’s it maintains. In addition, each
node v; is aware of D]*. [£] (i.e., the number of its out-neighbors that are normal) in order to properly update its running sums o~ and 7.

At this point, it should be clear that, in the long run, the nodes that are not in Vy are excluded from the distributed computation (since
they do not belong in the set Vyy after iteration ky, their p’s and y’s in (32)—(33) are set to zero by all normal nodes and do not have any
further effect on the updates of the values maintained at normal nodes). In fact, after iteration ko, the distributed computation is performed
over the digraph Gy = (Vn,EN (Vi X Vy)). Clearly, if ky = 0, then it follows from the discussion on running-sum ratio consensus that
the algorithm will converge to the average

‘_/N - ZV[G'VN vt” i
[Vl

as long as the digraph Gy is strongly connected. The question at this point is what happens if k is greater than zero. Can faulty/malicious
nodes affect the outcome of the computation since they are allowed to interact with normal nodes for a finite number of time steps before
their status is revealed to normal nodes? The following theorem clarifies that this is not the case and that normal nodes asymptotically
converge to Vy.

(34

Theorem 2. Consider a nominal strongly connected digraph G = (V, E) and a sequence of digraphs Glk] = (V[k],E[k]), k =0,1,2,...,
where V[k] C V is a set of normal nodes at iteration k and E[k] = & N (V[k] X VI[k]) is the set of edges among them. Assume that V[k +
1] € V[k] for all k and that there exists a finite ky such that V[k] = Vi for all k > ko and that the digraph Gy = (Vn,EN (VN X Vy))
is strongly connected. Then, if normal nodes in ‘Vy execute the running-sum ratio consensus algorithm over a time-varying topology as
described in (28)—(33), they asymptotically converge to the average of their initial values: for eachv; € Vy, we have

Tim r;[k] = Vv,
where r;[k] := y;[k]/z;[k] and VN was defined in (34).

Remark 2. Notice that the theorem above does not state what is the behavior of faulty/malicious nodes, which are allowed to behave
arbitrarily (i.e., update their variables in an arbitrary manner). The reason is that the updates in (28)—(33) essentially ensure that when node
v; is identified as faulty or malicious, say at iteration &', then p;[k" + 1] = 0 (u;;[k" + 1] = 0) for all nodes v; that are out-neighbors of node
v;. This means that y;[k’ + 1] (z;[k" + 1]) will subtract p;;[k] (u;[k]) in (30) (in (31)), which effectively removes all effect that node v; had
on its out-neighboring node v; up to iteration k. Note that we still assume a broadcast communication model, which implies that malicious
nodes cannot behave in a Byzantine manner (i.e., the same, possibly corrupted value is received by all of the out-neighbors of a malicious
node). This assumption can potentially be relaxed, but we adopt it at this point for ease of exposition.

The proof of Theorem 2 hinges on the following theorem, the proof of which can be established by induction using techniques similar
to the ones by Hadjicostis and Dominguez-Garcia (2024) and is omitted.

Theorem 3. Consider the setting in Theorem 2. At each iterationk = 0,1,2, ..., it holds for each normal node v; € Vy
yjlkl + D} [k — 1]o;[k] - Z oilkl = V; (35)
vieN; [k-1]
Gk +Djlk— Ukl = > mlkl = 1, (36)
vieN; [k-1]

where o ;[0] = n;[0] = 0 for all v; € V (notice that Nj’[—l] and D]*.[—l] are not critical here but can be taken to satisfy Nj’[—l] = Nj’ and
D;.’[—l] = D;T, respectively).

Using the invariant properties in Theorem 3 we can prove Theorem 2 as follows.

Proof. For k > ko, the normal nodes execute the running-sum ratio consensus algorithm over digraph Gy. Since Gy is assumed to be
strongly connected, the ratios r;[k] = y;[k]/z;[k] of all normal nodes will converge to

ey Yelko + 1
fim 1] = Dveevy Yelko + 1]

== — Vv, eVy. 37
koo Dveevy 2elko + 1] e ©7
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Using the invariant in Theorem 3 at time & + 1, we have

yilko + 11+ Dilkolojlko + 11— > arilko +11=V;,
vieN] ko]

where D?[k()] N i [ko]) is the out-degree (set of in-neighbors) of node v; in the digraph Gy. If we sum all such equations over all v; in Vy,
on the right, we have the sum }}, <, V;, whereas on the left we have

Sevy Vilko + 11+ )" (D}lkolorjlko + 1) = Y [ > ailko+ 1J]=ZWN yilky +11.

vieVy v;ieVy v,ENJ’ [ko]

=0

The simplification occurs because, for each link (v;,v;) of Gy, we have o; appearing twice, once with a positive sign and once with a
negative sign. This establishes that 3, c,, yilko + 1] = X, Vi. One can similarly establish that 3, c,, zilko + 1] = [V|. Therefore, all
ratios r;[k] in (37) converge to Vy. ]

4.2 Handling Faulty/Malicious Nodes

Consider the setting described in the previous section, where we are given a nominal strongly connected digraph G = (V, &). Each node
v; € V has an initial value V; and the goal is to calculate the average V. However, during this process, certain nodes may be discovered to be
faulty or malicious. If eventually the set of normal (non-faulty/non-malicious) nodes is Vy, then we would like to calculate the average of
the normal nodes Vy. If we let V[k] denote the set of normal nodes at iteration k, this situation can be modeled by the sequence of digraphs
Glk] = (‘VIk],Elk]), k =0,1,2,..., where V[k] C V is a set of normal nodes at iteration k and E[k] = & N (V[k] X V[k]) is the set of edges
among them. The discussion in the previous section essentially establishes that by following the running-sum average consensus algorithm
over the time-varying topology, the normal nodes will converge to V.

Notice that what is interesting is that it does not matter when a faulty/malicious node is actually discovered. As long as all such nodes are
eventually discovered, the end result for the normal nodes remains they same: they asymptotically converge to the average V. Importantly,
the effect of the past interactions that faulty/malicious nodes had up to the point when they were discovered to be faulty/malicious is
collectively removed by their neighboring normal nodes.

The ability to remove the effects of the past interactions with faulty/malicious nodes when they are discovered as such was taken
advantage of in the work by Hadjicostis and Dominguez-Garcia (2022) in order to handle malicious nodes. The setting there assumed
an initially unknown set of malicious nodes Vj, C V (that may also depend on their behavior during the execution of the distributed
algorithm). At each time step k, each normal node v; € Vy (note that Vy = V \ Vy) is given a binary indicator #;;[k] (#;[k]) that captures
the trustworthiness of each in-neighbor v; € N (each out-neighbor v, € N;) from the perspective of node v;. More specifically, #;;[k] = 1
(t;;[k] = 1) if in-neighbor v; (out-neighbor v;) is perceived trustworthy by node v;; otherwise, #;;[k] = 0 (;;[k] = 0). Note that the techniques
by Hadjicostis and Dominguez-Garcia (2022) only required #;[k] and #;;[k] to correctly reflect the trustworthiness of neighbors of node v;
asymptotically. More specifically, there exists some kg such that for k > ko, we have for eachv; € Vy

e NS IKI=1) = N7aVy,
{v; € NJ+ | t[j[k] =1} = N;— NVy.

However, for k < kg the #;;’s and #;;’s could be incorrect or flactuate.

The idea in the work by Hadjicostis and Dominguez-Garcia (2022) was to run a modified version of the running-sum ratio consensus
algorithm over a time-varying topology (as presented in (28)—(33) in the previous section) by having eachnode v; € Vy use, at each iteration
k, the following sets of in-neighbors and out-neighbors:

Nikl = (vieNj |glkl =1},
Nkl = (vieN|uylkl=1}.

The problem is, of course, the fact that the above sets of instantaneous in- and out-neighbors of node v; do not necessarily satisfy NJ.‘ [k] =
VynN NIT or Nj+ k] = VNN N /* (since the 7;;’s and the #;;’s may not correctly reflect the status of node v;’s in- and out-neighbors for
iterations before ky). To handle this problem, the approach by Hadjicostis and Dominguez-Garcia (2022) imposes the following additional
requirements (on top of the algorithm in the previous section):

e Case I: Previously thought trustworthy out-neighbor v; is now thought to be untrustworthy (;;[k] = 0 and ;;{k — 1] = 1). In this case,
node v; needs to adjust for all transmissions that it sent to node v; while it was considered trustworthy. It does so by adding to its y and

z values its own y-running sum and z-running sum that it sent to node v; (note that the y-running sum and z-running sum of node v; is

the same for all out-neighbors):

yilkl = ylk]l +ojlk],
zj[k] zjlkl +n;lk] .

This adjustment essentially “diverts” all communication to node v; back to node v; and it has to be done for every previously thought
trustworthy out-neighbor v; that is now thought to be untrustworthy.
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e Case 2: Previously thought untrustworthy out-neighbor v; is now thought to be trustworthy (7;;[k] = 1 and #;;[k — 1] = 0). In this case,
node v; needs to adjust for all transmissions that node v; received from v; while it was considered untrustworthy by node v; (note that
node v; was receiving transmissions from node v; even though node v; did not consider node v; in its computations). Node v; can
achieve this adjustment by subtracting from its own y and z values, its corresponding y-running sum and z-running sum (note that the
y-running sum and z-running sum of node v; is the same for all out-neighbors):

yilkl = y;lkl —ojlk] ,
z;[k] 2j[k] = n;[k] .

The reason is that o ;[k] (respectively, n;[k]) represents the cumulative y (respectively, z) values that the previously untrustworthy out-

neighbor v, has been receiving. Since these values will be incorporated in the computation by node v; who is now considered trustworthy,

node v; can account for this by making an appropriate adjustment on its own values. This adjustment has to be done for every previously

thought untrustworthy out-neighbor v; that is now thought to be trustworthy.

Overall, Cases 1 and 2 can be combined as follows. Letting AD} [k] := Dj*. [k] — D}r[k — 1] denote the change in the number of trustworthy
out-neighbors of node v; at iteration k, node v; can compensate by performing the following adjustments to y;[k] and z;[k]:

ikl = ylkl - AD} ko [kl
2jlk] 21K = AD; [k 141

and then proceed with the running-sum ratio consensus algorithm over a time-varying topology as in (28)—(33).

Remark 3. The main difference from the previous section is that the set of non-faulty/non-malicious nodes V[k] (called normal nodes in
the previous section) is not assumed precisely known by all normal nodes at each iteration. In fact, different non-faulty/non-malicious nodes
in V[k] could have different views on who is faulty/malicious and who is not. However, as long as eventually (after iteration step k), all
non-faulty/non-malicious nodes have precise knowledge® of ‘Vy, then the nodes will converge to the average V.

One issue that has not been addressed in this section is how to detect and identify faulty/malicious nodes (e.g., how to obtain the
t;;[k], ;;[k] for each node v;). Ideally, this needs to be achieved in a distributed manner, e.g., by having each node v; test its in-neighbors
and/or out-neighbors. One such approach is outlined by Hadjicostis and Dominguez-Garcia (2024) by taking advantage of the invariants in
Theorem 3. The idea is that any entity (e.g., a neighbor of node v; that has access to the variables V;, y;[k], D_J/T [k = 1], o;[k], and o;[k] for
v € Nj’ [k — 1] (or z;[k], D]*. [k — 1], n;[k], and n;[k] for v; € Nj’ [k - 1]) can check whether the invariant holds for node v;. If the invariant
does not hold at any iteration k, then the checking entity can declare node v; faulty or malicious.

Note that invariant-based checking can be performed concurrently at each iteration k (assuming the checking entity has access to the
needed variables at each iteration k). To relax the communication requirements, the work by Hadjicostis and Dominguez-Garcia (2024) also
discusses any-time schemes where the checking entity performs the checks only when it has access (or requests) the needed information for
verifying the invariants. Again, if the invariant does not hold, then the checking entity can declare node v; faulty or malicious. Note that in
the case of any-time checks, it is possible for the invariant to hold even though node v; has been malfunctioning (e.g., if errors that occurred
at different points in time cancel themselves out). In this case, this is not necessarily a problem, because we know from Theorem 2 that,
as long as the two invariant conditions hold for each non-faulty/non-malicious node when the checks are performed, then these nodes will
converge to the average Vy (at least if no more errors are introduced in the computation).

5 Conclusions

This article has provided an overview of popular distributed algorithms for reaching average consensus in multi-agent systems whose
communication topology is captured by undirected or directed graphs. The distributed computation of the average of quantities held
at different agents is key to several control applications of multi-agent systems (e.g., sensor, robotic, or electrical networks), as well as
distributed optimization and learning. The focus of the article was on describing some recent work that allows the robustification of these
popular distributed algorithms for reaching average consensus using the concept of running sums. Different ways of utilizing running-
sum transmissions in ways that allow the handling of packet drops and delays (over unreliable communication links) or the handling of
faulty/malicious nodes (that perform arbitrary, erroneous updates of their values) were also discussed.
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%In fact, node v 7 € Vi only needs precise knowledge of who is faulty/malicious among its in-neighbors and out-neighbors.
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