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Abstract— We consider the problem of average consensus in
a distributed system wherein a subset of the nodes comprising
the system becomes faulty. To address this problem, we rely on
a class of averaging algorithms whereby each node maintains a
collection of variables, which it iteratively updates as a linear
combination of other variables received by the node from its
in-neighbors, i.e., nodes from which it receives information
directly. Algorithms within this class exhibit, throughout their
execution, certain invariance properties that are local to each
node and reflect the conservation of certain quantities capturing
an aggregate of all the values received by a node from its
in-neighbors and all the values sent by said node to its out-
neighbors, i.e., nodes that receive its information directly. In this
paper, we exploit one such invariance property to enable each
node to check whether or not any of its in-neighbors becomes
faulty during the execution of the algorithm. In addition, we
provide a shadow-banning mechanism to remove faulty nodes
from the execution, and nullify the information they have
broadcast up to the time when they were declared faulty.

I. INTRODUCTION

We consider distributed systems that consist of a set of
nodes that can exchange information among themselves. In
such systems, it is often necessary for the nodes to calculate a
function of certain parameters, with each of these possessed
by an individual node [1], [2]. For example, when all nodes
calculate the average of these parameters, they are said to
reach average consensus. An important class of distributed
averaging algorithms rely on each node maintaining a state
that is updated iteratively as a linear combination of the states
maintained by in-neighbors, i.e., nodes from which a node
receives information directly; see, e.g., [1]-[3].

Due to, e.g., hardware failures, nodes may introduce errors
in the computations performed during the execution of these
algorithms, which in turn may lead to convergence to the
incorrect average value, or even result in the algorithms fail-
ing to converge [4]. The objective of this paper is to address
this issue and design algorithms for distributed averaging
that are robust against faults. Specifically, we are interested
in detecting the presence of faulty nodes and having them
removed from the averaging calculations performed by fault-
free nodes. Our starting point to attack the problem of interest
is an algorithm within the aforementioned class of linear-
iterative algorithms, referred to as the running-sum ratio
consensus algorithm [5], [6], which is closely related to
other algorithms within said class such as the push-algorithm
algorithm and its variants [7], [8].
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We first demonstrate that, throughout its execution, the
running-sum ratio consensus algorithm exhibits an invariance
property that is local to each node in the system and reflects
the conservation of certain quantities capturing an aggregate
of all the values received by a node from its in-neighbors
(i.e., nodes from which it receives information), and all the
values that said node broadcasts to its out-neighbors (i.e.,
nodes that receive its information). This invariance property
is related to one we introduced in [9] for a slightly differ-
ent algorithm. However, unlike the earlier one, the newly-
introduced invariance property is amenable for implementing
distributed monitoring schemes that enable any particular
node to check whether or not any of its in-neighbors has
become faulty.

In the specific monitoring mechanism we propose, a node
that is checking an in-neighbor needs to receive information
from the in-neighbors of the node being checked; fortunately,
such information only needs to be received infrequently. To
implement this, we introduce a probabilistic transmission
scheme whereby each node randomly decides whether to
transmit at high or normal power. In the former case, its
transmission is received by all of its out-neighbors as well
as its two-hop out-neighbors (i.e., all out-neighbors of its
out-neighbors). In the latter case, only its (one-hop) out-
neighbors receive the transmission. The use of two-hop
information is also leveraged in [10] in the context of
detection of faulty/malicious nodes in a distributed system.
However, unlike our proposed monitoring scheme, this other
scheme requires two-hop information at each iteration.

Finally, we show how the running-sum ratio consensus can
be modified so as to introduce a fully distributed scheme,
which allows the out-neighbors of a faulty node to detect
when it becomes faulty, so that they can isolate it and nullify
the errors it has introduced, despite the fact that the in-
neighbors of the faulty node may be completely oblivious
to their out-neighbor becoming faulty. Also the scheme is
such that the faulty node might be oblivious to having been
removed from the computation; this is similar to the notion
of shadow-banning used in online communities and social
networks to block a user or its content without the ban being
readily apparent to the blocked user (see, e.g., [11]). The
proposed shadow-banning scheme does not require any addi-
tional transmissions or coordination, as it utilizes infrequent
two-hop transmissions that each out-neighbor of the faulty
node receives from the in-neighbors of this faulty node (to
perform the checking described above). The end result is that
the average calculation only includes the parameters (to be
averaged) that are held by fault-free nodes.



II. PRELIMINARIES

Consider a distributed system comprising N nodes, de-
noted by v;, ¢ = 1,2,..., N, that can potentially exchange
information among themselves. This exchange of informa-
tion can be captured by a strongly connected directed graph
G=WE), withV = {v1,v9,...,uy}and E CV x V —
{(vj,vj) | v; € V} such that (v;,v;) € & if node v; may
receive information from node v;. Note that the exchange of
information between pairs of nodes may be asymmetric, i.e.,
v; may receive information from node v; but not vice-versa;
in such case, we have that (v;,v;) € € but (v;,v;) ¢ £.

Nodes that can potentially send information to node v;
directly are said to be its in-neighbors and belong to the set
N; = {v; € V| (vj,v;) € &}, which is referred to as
the in-neighborhood of node v;. Similarly, nodes that can
receive information from node v; directly are said to be its
out-neighbors and belong to J\/;r ={v eV|(u,v;) €&},
which is referred to as the out-neighborhood of node v;. The
cardinality of j\/j_, which we denote by Dj_, is referred to
as the in-degree of v;, whereas the cardinality of j\/f, which
we denote by Dj+, is referred to as the out-degree of v;.

We define the two-hop in-neighborhood of node v; as
M = Uvi Ny N, ie., the elements of this set, which
we refer to as the two-hop in-neighbors of node v;, are
the in-neighbors of the in-neighbors of node v;. Similarly,
we define the two-hop out-neighborhood of node v; as
Mj = le ent N T, ie., the elements of this set, which
we refer to as the two-hop out-neighbors of node v;, are the
out-neighbors of the out-neighbors of node v;.

A. Distributed Averaging via Running-Sum Ratio Consensus

Consider an N-node distributed system whose communi-
cation topology is described by a strongly connected directed
graph G = (V,€). Assume that each node v; possesses a
value V; and the objective for all the nodes is to compute

D S
V.fT. (1)

Next, we describe an distributed iterative algorithm, referred
to as the running-sum ratio consensus algorithm [2], that
allows each node v; € V to compute V. In the remainder,
we assume the following holds:

Assumption 1: Each node v; knows how many out-
neighbors it has, i.e., it knows its out-degree Dj.

At discrete time instants indexed by £ =0,1,2,..., each
node v; broadcasts some information intended to its out-
neighbors. However, not all the out-neighbors of node wv;
might receive this information at each time k (e.g., due to
packet drops in the communication links). This in turn im-
plies that at each time instant &, node v; might only receive
information from a subset of its in-neighbors; we denote such

'We say that a directed graph G = (V, ) is strongly connected if for
each pair of nodes v;,v; € V, v; # v;, there exists a directed path from v;
to vy, i.e., we can find a sequence of nodes v; =: vi,,vi; .-,V = V;
such that (vlTJrl ,u;,) € EforT =0,1,...,t—1. Strong connectedness of
the communication topology graph G is a necessary and sufficient condition
for the convergence of the class of algorithms we consider.

set by N [k] € N, . Each node v; maintains four state

variables, y;[k|, z;[k], o;[k|, and n;[k], and two additional

variables oj;[k| and 7;;[k] for each v; € N, which it

uses to obtain V as follows. Let z;[k] = [y;[k], 2 [k]]—r,

T T

k] = [ojlk]n;[K]] . and @silk] = [oi[k], milk]]

then, each node v; performs the following operations:

R1. Initially, it sets ;0] = [V;,1]T, ¢,[0] = [0,0]", and
wji[o] = [O,O]T, Yv; € '/\[j_'

R2. Ateach k =0,1,2,..., it recursively updates the value
of ¢,[k] as follows

1
oilk + 1] = ¢;[k] + W% [K]. (2)
R3. Ateach k = 0,1,2,..., it broadcasts ¢,k + 1] to all

U € ./V'JJ'_

R4. Ateach k=0,1,2,..., it receives the value ¢;[k + 1]
from each v; € N [k].

RS. 1t sets ¢ji[k + 1] = ¢;[k + 1] if v; € N [k], and it sets
balk + 1 = v lk] if v, & N K]

R6. It updates z;[k] at each k =0,1,2,..., as follows:

1
zjlk+1] = @xj (k]
+ Y (Wulk+ 1] —wlk). 3
’Uie./\/j_
R7. Ateach k=0,1,2,..., it also calculates
y;[k]
rilk] == . 4)
J[ ] Zj [k}]

Then, as G is strongly connected, it can be shown that under
some mild connectivity assumptions, e.g., that each node
receives values from each of its in-neighbors infinitely often,
the r;[k]’s asymptotically converge to the average V in (1);
see, e.g., [2]. More specifically,

lim r;[k] = 721 [0 =V,

k—o0 - Zl Z1 [0]
Pseudocode for the scheme above is provided in Algorithm 1.

Vo, V. )

B. Problem Formulation

During the execution of Algorithm 1, or some variation
thereof, it is possible that, due to hardware faults or other
causes, one or more nodes misbehave by introducing errors in
their calculations. Specifically, at one or more time instants,
node v; might alter (2) by adding some error n,[k], i.e.,

1
¢jlk + 1] = ¢;[k] + m%’ (k] + (K], (6)
and/or it might alter (3) by adding some error w;[k], i.e.,
1
zlk+1] = m%‘ [£]
+ D2 (Wiilk + 1] = w5ilk]) + wjlkl. (D)
vie'/\[j_



Algorithm 1: Running-Sum Ratio Consensus

1 Input: z;[0] = [V;,1]", ¢;[0] = [0,0] T,
¥3:0) = 0,0] 7, Vui € N
for k> 0:
Compute:
2 || ik 1] = @K + 1/(1+ D )y K]

3 Broadcast: ¢;[k + 1] to all v, € N
4 Receive: ¢; [k 4 1] from each v; € N [K]

Set:
y _ [ dilk+1], ifvi € N;[K]
5 L ik + 1] = { piilk],  if v gé/\/j.—[k]
Compute:

6 T; [k + 1} =
L /(14 D)W+ 5, ey (bt 1=K

7 Output: 7;[k + 1] = y;[k + 1]/2;[k + 1]

Note that the above additive error model is quite general as
it can capture any arbitrary change of ¢;[k] and/or x;[k].
Based on (6) and (7) we can now introduce the notions of
fault-free and faulty nodes as follows:

Definition 1: We say a node v; is fault-free up to iter-
ation k if w;[t] = n;[t] = 0 forall t = 0,1,...,k - 1;
otherwise we say it is faulty.

Let F[k] denote the set of faulty nodes at iteration k; it
then follows from Definition 1 that F[k] C F[k + 1] for all
k > 0. Assume that there are at most /' < N nodes that
eventually become faulty with the rest of the N — I’ nodes
remaining fault-free; thus, there exists a finite K such that
Flk] = F C V for all k£ > K, with |F| = F. The goal is
then for the fault-free nodes to compute the average of their
V;’s, i.e., to compute

V/ — EszV\]—‘Vi (8)
=N _F
ITI. AVERAGING IN THE PRESENCE OF FAULTY NODES

Consider an N-node distributed system whose communi-
cation topology is described by a strongly connected directed
graph G = (V,&). We assume each node v; has a unique
identifier that is attached to every message it broadcasts.
In addition, each node v; knows its out-degree D;-r (i.e.,
Assumption 1 holds), and has some knowledge of the graph
local topology; specifically:

Assumption 2: Each node v; € V knows the unique
identifiers of the nodes in its in-neighborhood, N 7_, and the
unique identifiers of the nodes in the in-neighborhood of each
of its in-neighbors, i.e., its knows N~ for each v; € /\/j*,
which means that it knows the unique identifiers of the nodes
in its two-hop in-neighborhood, M; = J, . N7 N~ Also,
node v; knows D] = |N;| for each v; € N

For each node v; € V, we can define a collection of
indicator variables, tji[k}, describing nodes in the system
that node v; believes are faulty at instant & (and therefore

it cannot trust the information that receives from them).
Specifically, let ¢j;[k] = 1 if node v; believes that node
v; € /\/j* is fault-free at instant k, and therefore it trusts the
information it receives from it, and ¢;;[k] = 0 otherwise. We
also define the set of nodes that node v; believes are fault-
free among its in-neighbors at instant k, which is denoted
by 7;[k], and defined as follows:

Tilk] = {vi € N | t;ilk] = 1}. 9)

Initially we assume that all nodes are fault-free, therefore
t5i[0] = 1 for all v; € N and T;[0] = N .

In order to solve the problem of interest, we consider a
variation of Algorithm 1, where each node v; receives infor-
mation from all of its in-neighbors at every iteration k (i.e.,
N [k] = Ny, Vk), and it occasionally receives information
from its two-hop in-neighbors. Each node v; then uses this
infrequent two-hop information in the following two ways:

I1. It uses it to check whether an in-neighbor v; € /\f{
whose status was previously believed to be fault-free
remains so, or whether it has become faulty.

I2. If an in-neighbor, v;/, is declared to be faulty at some
time instant, then node v; will nullify the information
received from v, up to then, and will effectively re-
move v, from the algorithm execution by (i) ignoring
any future information received from this node, and (ii)
incorporating in its updates the two-hop information
occasionally received from the in-neighbors of v;.

In the next two subsections we will discuss in detail how the
tasks outlined above are implemented and integrated into the
execution of Algorithm 1. Note, however, that in order for
these tasks to be executed correctly, we need to impose some
restrictions on the set of faulty nodes, . In particular, we
assume the following (sufficient) condition holds:

Assumption 3: N7 N F = () and N7 N F = () for any
v; € F, which is to say that no faulty node can have another
faulty node in its in- or out-neighborhod.

This assumption is reasonable if the number of nodes in
the distributed system is relatively large with respect to the
number of possible faulty nodes, i.e., |V| >> |F|, and the
graph associated with the system communication topology is
not very dense, i.e., there exists some D << |V| such that
D} < D and D; < D, for all v; € V.

A. Checking Node Status

Our mechanism for checking node status during execution
of Algorithm 1 is based on the following invariance result.

Lemma 1: Consider the linear iteration in (3). Then, for
each v; €V, it holds that

pjlk] = ;[0], k=0, (10)

where

pilk] = w;[k] + DF ¢i[k] — > bjlk].

viE./\/'j_
Proof: The proof is by induction, following similar
developments as those in [9]; the details are omitted due to
space limitations. [ ]

Y



The result in Lemma 1 enables each node v; to check
whether or not any of its in-neighbors has become faulty.
In particular, if v; € /\/;7 is fault-free at instant & > 0, it
follows from (10) and (11) that

Z '(/JM

veeN]

Oin[k‘}—i-D o[k ] — «;[0]. (12)

Thus, in order for node v; to check whether or not a
particular node v; € j\/’f is fault-free at each instant k, it
needs to know all the quantities on the right-hand side of
(12). A sufficient condition would be that, at every instant k,
each node v; is receiving information from all the nodes
in its in-neighborhood, j\/j_, and all the nodes in its two-
hop in-neighborhood, M, . Instead, we only allow two-
hop transmissions to take place infrequently as follows (we
describe things in terms of a generic node vy). At each & > 0:

H1. with probability 1 — p,, independently between time
steps and from other nodes, node v, broadcasts the
value ¢;[k+1] to all the nodes in its out-neighborhood,
N, (as required by Algorithm 1); and

H2. with probability p,, independently between time steps
and from other nodes, node v, broadcasts the value
¢¢[k + 1] to all the nodes in both its out-neighborhood
and its two-hop out-neighborhood, i.e., N, ; U Mzr.

In practice, each node v, decides probabilistically whether
to broadcast at low or high power depending on the self-
chosen probability p,. Also, node v; receives ¢;[k + 1] at
each k directly from node v;. Furthermore, given that node
v; also knows ¢;[k], it can recover the value of z;[k] as
follows

wilk] = (1+ D) (¢ilk + 1] — ¢i[K]), (13)
where ¢;[0] = [0,0]",v; € N (see line 1 of Algorithm 1).
Then, (12) can be rewritten as follows:

0=(1 +Dz'+)(¢i[k+ 1] - :[1])

v N

k>0,

— ¢ilk]
(14)

where Nz [ ] = tulk] for v; € N and vy € N; . Note
that at k£ = 0, node v; receives the value of ¢;[1]; however,
it is assumed that node v; knows that ¢;[0] = 0. Therefore,
with probability HU en-Pe> 0, node v; can check whether
or not (12) holds, i.e., if node v; has become faulty.

B. Removal of Faulty Nodes

Removing faulty nodes involves three actions: nullify,
neglect, and notify, the details of which are as follows:

Nullify. Assume that node v; declares in-neighbor v; as
faulty at instant ky — 1, thus, ¢;;[k; — 1] =1 and ¢t;;[{] =0
for all ¢ > k¢. At this point, node v; needs to nullify all
the information it has received from the faulty node. More
generally, this needs to be done for all in-neighbors that are
declared as faulty by node v; at iteration ky, i.e., for all the
nodes in the set A7 [k¢] := T;[ks—1]\T;[k]. To accomplish

this, node v; resets the value of x;[ky] as follows:

wilks) = ailkf) = Y jilky).

v €EAT;[ky]

5)

Neglect. In addition, node v; will ignore all future in-
formation that it receives from v; € AT7;[k]; this can be
accomplished by setting 1j;[k|, v; € AT;[k], to zero for all
k > ky. Equivalently, node v; sets

Notify. Finally, node v; notifies all the nodes that are
checking its status, i.e., all the nodes in its out-neighborhood,
./\/j”L, about the fact that it has declared faulty certain nodes in
its in-neighborhood, J\/'j*. Upon receiving this information,
each node v, € J\/j+ stops checking the status of node v;.
Note that this will not cause any problem further down the
line because, under the condition in Assumption 3, which
we adopt for simplicity, node v; is necessarily fault free.

C. Fault-Tolerant Running-Sum Ratio Consensus Algorithm

In order to enable fault-free nodes to compute the average
of their V}’s, we will modify Algorithm 1 using the strategies
discussed above for detecting the presence of faulty nodes,
removing their effect on the computation, and compensating
for their absence. To thisT end, in addition to maTintain-
ing z;[k] = [y;[k], 2 Vﬂ] . ¢jlk] = [oj[k],n;[K]] . and
Yjilk] = [ojilk],njilk]] , Yui € N, each node v; main-
tains a two-dimensional vector u/)[k:] for each v; € N

and each v, € N, . More specifically, node v; uses uf?[k]
to track the value of ;¢[k] used by its in-neighbor v; in its
updates; this is important when node v; checks the correct
operation of node v;. All of the above variables are updated
through the following steps:

T1. Initially, node v; sets

a;[0] = [V, 1], ¢;(0] = [0,0]
$;i0] = 0,0] 7, Vv, € N,
ud[0]=10,0]", Vor €N, Yop €N
Tl =N, AT =0
Tk = N7, Vi € Ny (17)

T2. Ateach k =0,1,2,..., node v; recursively updates the
value of ¢;[k] as follows

1

[k 1 [
¢][+] 1—|—D;_

= ;K] + zj[k]. (18)

T3. At each k = 0,1,2,..., it broadcasts ¢,k + 1] and
AT;[k] to all v, € N7 UM with probability p;, or
to all v; € N with probability 1 — p; (independently
between time steps and from other nodes).

T4. Ateachk =0,1,2,..., itreceives ¢;[k+1] and AT;[k]
from each v; € ./\/j_, and, with probability p,, it also
receives ¢y[k + 1] and ATg[k] via a broadcast message
from node v, € M, = UweN;/\/'[.



TS. Node v; updates local copies of 7;[k], v; € N, that
it maintains as follows
T+ 1 =TV R\ ATIK, veN . (19
T6. Node v; sets
%M+u={@w+%:gzz%%j (20)
In addition, node wv; sets &;p[k] = 1 if it receives

information from v, € MJ_ at instant k, and §;¢[k] = 0,
otherwise, and updates

Gelk +1], if &elk] =1
| and vy € TJ k],
u%)[k +1] = ,uz(;)[k] , i &ielk] =0

and v, € T,9[K],
0, otherwise.
(21)

T7. For each v; € Tj[k], if {je[k — 1] = 1 for all v, € N~
and T,7)[k] = N, it computes

K2

Wk = (14 DF) (¢slk + 1] — ¢i[1]) — ilk]
Z DR, k>, (22)
veeN,

where ¢;[0] = [0,0] T, sets

tiilk + 1] = { (1) ’ i zgjim ; 8: (3
and updates
T[k;+1 {121673 |tﬂ[k+1 *1}

ATk + 1] = THIR\T; [k + 11, &4

accordingly. Note that the condition 7;(] )[k] = Nj
above means that node v; stops checking node v; if
this node declares any of its in-neighbors faulty; we
elaborate why this is necessary after we complete the
description of the algorithm.

T8. It updates x;[k] at each k =0,1,2,...

1
— ik
1+D;fx'7[ }

+ 3 (Wil + 1] — ylk])

v GNj_

, as follows:

zilk+1] =

2 (K]

()
N 3 3 Kip k‘+1]

’Uq‘,EN{\E[k-Fl] U[EN
>
v €N NAT;[k+1] veeN;”
T9. Ateach £k =0,1,2,...,

(25)

it also calculates

. YilK]
rilk] == H

(26)

The peudocode for the iterative procedure in T1 — T9 is
provided in Algorithm 2; next, we elucidate some key details
in steps T1 — T9.

Algorithm 2: Running-Sum Ratio Consensus with
Fault Checking and Shadowing

1 Input: ‘r][o} = [‘/]7 1]T7 ¢J[0] = [070]T’
$;i[0] = [0,0]", Yu; € Ny,
0] =[0,0]7, Vv € N, Vor € N}
7,00 = Ny, AT;[0] =0,
TR = N7, Yo €N}

for k> 0:
Compute:
2 | ¢ilk+1] = ¢;[k] +1/(1 + D} )a;[K]

3 Broadcast: ¢;[k + 1] and AT;[k] to all

Um € ./\/j+ U Mj with probability p; < 1, or to all
v, € Nj© with probability 1 — p;

4 Receive: ¢;[k + 1] and AT;[k] from each v; € N~

with probability one, and ¢¢[k + 1] and AT[k]
from each v, € M~ with probability p; < 1

Set:
1, wj received ¢elk + 1], AT.[k]
5 Eiulk] = from v, € M at instant k,
0, otherwise.
6 Tk + 1] = T7[k] \ ATi[K] for each v; € N}~
y _ ] dilk+1], if v € T[k],
7 Yilk+1] = 0, ifv ¢ T.[k]
Gl +1], i &k = 1
and v, € T,7[K],
’ wlk+1=q Pk, ek =0

and v, € Ti(j)[k],
0, otherwise.

Compute (only if £ > 1):
) vk = (L4 D) (¢ilk + 1]
- 3wk
v €N
for each v; € T;[k], if &elk — 1] = 1, Vue € N[,
| and 7,9 (K] = N

— ¢i[1]) — ¢ilK]

Set:
1, ifyDk] =0
tilk+1 =4 » "% ’
S e ') T £
1 Tilk+1] = {11Z k] | tjilk+1] =1}
12 AT[k—I—l] []\T[k—|—1]
13 NEZ)[I‘?] =0 for all v; € AT;[k+ 1] and all v, € N~
Compute:
1
14 I][k“—u = ij[k}

+ ) (Wilk + 1] — ylk])

U'LENj_
Z M%)[k‘*‘ (])H

DS

v €N\ [k+1) vp N

15 Output: 7;[k + 1] = y;[k + 1]/2;[k + 1]




Consider the update performed by node v; described in
Step T8. According to (20) if node v; declares an in-neighbor
v; as faulty at some instant k;, it will set ¢;;[k + 1] = 0 for
all k£ > k;, thus, by inspection of (25), we see that at k = k;,
node v; subtracts the value 1,;[k;] when updating z;[k;] to
xj[k; + 1]; this is how the reseting in (15) (that node v;
needs to perform after declaring v; faulty) is implemented
in practice. Also since ¢j;[k + 1] = 1j;[k] = 0 for all
k > k;, inspection of (25) reveals that node v; does not
incorporate any information it receives from node v; after
it is declared faulty. However, the in-neighbors of node v;
are in general not aware that this node has been declared
faulty and effectively removed from the computation by its
out-neighbors; thus, they continue broadcasting as before to
all their out-neighbors (including v;), and without further
action this would result in the algorithm failing to converge,
or converge to an incorrect value. This issue is resolved by
the third term in the right-hand side of (25). Specifically,
once node v; is declared faulty, node v; starts incorporating
information received infrequently from each in-neighbor v,
of node v; (as if it was their out-neighbor); thus, it adds

27)

which in effect is splitting the values of ¢[k], v, € N,
that were broadcast to node v; by its in-neighbor v, equally
among all of its out-neighbors (one of which is node v;),
hence, the factor 1/ Dj' in (27). This essentially amounts to
bypassing node v;. Note that throughout this process, unless
node v; is also an out-neighbor of a node that is checking
it, node v; is oblivious to the fact that it has been removed
from the computation; as already mentioned, this is similar
to the notion of shadow banning used in online communities
to block a user without the ban being apparent to said user.
Finally, it is important to note that the summation in the last
line of (25) is only active at the time instant at which node v;
is declared faulty by node v;. At that time intant, everything
that the in-neighbors of node v; have sent to that node thus
far needs to be redirected to the out-neighbors of node v;
(which includes node v;). In practice, said summation can
be omitted if one sets ,uz(.lj) [k] = 0 for all v; € AT;[k+1] and
all v, € N, ; this is how we implement this in Algorithm 2.

As mentioned in Step T7, node v; will stop checking
any node v; € j\/f if this node declares any of its own
in-neighbors as faulty; the reason for this is as follows. If
node v; declares one of its in-neighbors as faulty, say v,
at time kg, it will set ¢;p [k + 1] = 0 for all k > ky; thus,
as argued above, node v; nullifies any information received
from node vy up to instant ky and stops incorporating any
future information received from said node. This in turn
means that the local invariant in Lemma 1 associated to node
v; must exclude node vy for all k£ > kg, but in light of (20),
it would need to include the infrequent two-hop information
that node v; receives from the in-neighbors of node wyr.
However, this information is not available to any of the out-
neighbors of node v;; thus, no node v; € /\/'Z-+ can correctly
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Directed graph considered in numerical example (from [9]).
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Fig. 2. First component of invariant z;[k] plotted against the number of
iterations k for each node v; for the digraph in Fig. 1.

calculate 'y-(j )[k], k > kg, which in turn means it can no
longer assess its status. However, under Assumption 3 this
is not an issue as node v; cannot be faulty because one of
its in-neighbors, namely node vy has become faulty. In light
of Step TS5, this information is readily available to node v;
because the set 7;(3 ) [k], which is a local copy (maintained by
node v;) of the set of nodes that node v; considers fault-free,
would exclude vy for all k > k.

We can now state the main result regarding convergence
of Algorithm 2. The result can be established using (10) and
the analysis techniques in our earlier work in [5], [9], [12],
however, we omit the details due to lack of space.

Theorem 1: Consider a distributed system with N nodes
whose communication topology is described by a directed
graph G = (V, £) whereby each node v; € V possesses some
value V; and executes Algorithm 2. Assume that during the
execution of the algorithm, there are at most /' < N nodes
that eventually become faulty with the rest of the N — F
nodes remaining fault-free. Then, under Assumptions 1 — 3,

ZUIGV\]‘— W

lim ’I“j[]{}] = N_F

k—o0

V’Uj EV\]:, (28)

with probability one.

IV. NUMERICAL EXAMPLE

Consider the directed graph G = (V,€) in Fig. 1 (from
[9]), which represents the communication topology of a
distributed system. We assume that the initial values of the
nodes are V; = for i = 1,2,....5 so that V = 3.

The nodes run the running-sum ratio consensus algorithm,
enhanced to handle faulty nodes, as described in Algorithm 2.
Each node is assumed to send a two-hop transmission with
probability p;, = 1/3, i = 1,2,3,4,5. All nodes behave
correctly, except node vs which, at iteration k = 20, changes



Fig. 3.  Effective directed graph after node vs is declared faulty: out-
going links from node vs become inactive, dashed lines represent links that
become active when transmitting node performs a two-hop transmission.
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Fig. 4. Ratios 7;[k] plotted against the number of iterations k for each
node v; for the digraph in Fig. 1.

its y-value by adding 2.5 to it (i.e., y5[20] increases by 2.5).
After this fault, the in-neighbors of node v5 (namely, nodes
v1, v2 and vy) happen to simultaneously perform two-hop
transmissions at iteration k = 37, at which point all out-
neighbors of node vs (namely, nodes v4 and vs3) are able
to identify node wvs as faulty. In Fig. 2, we plot the first
component of £;[k] in (11) in Lemma 1 against the iteration
step k for all nodes v1, va, vs, vy, v5. One can see in Fig. 2
that, after the fault occurs at iteration k = 20, the first
component of p5[20], p5[21], ..., p5[37] becomes equal to
7.5 (instead of 5) because of the addition of 2.5 at iteration
20. Note that, even though the error only occurred at k = 20,
the invariant for node vs shows a violation until £ = 37 when
the fault is discovered by the out-neighbors of node vs.

Once node v; is identified as faulty at iteration k& = 37,
the shadowing scheme effectively changes the directed graph
as in Fig. 3. The links from node vs to its out-neighbors
(nodes v3 and v,4) are not present in this graph because these
nodes identify node vs as faulty and ignore its transmissions.
In fact, at iteration k = 37, these nodes also subtract
the runnings sum they received from node vs, effectively
removing its effects from their calculations. On the other
hand, the in-neighbors of node v5 (nodes v1, v and vy) are
unaware of the fault and keep sending to node vs; however,
the out-neighbors of node vs account for this by using the
dashed two-hop edges that only become available when two-
hop transmissions take place. Note that it is not necessary
for all dashed links to be simultaneously active for this
adjustment to take place; for example, when node vo happens
to send its running sums via a two-hop transmission, both
nodes vs and vy receive these running sums and use a weight
of 1/2(=1/D{) to add them to their value.

In Fig. 4 we see the ratio at each node. Note that in the
beginning, node vy is not faulty, so all ratios converge to
V = 3 which is the average of {1,2,3,4,5}. At k = 20 the
fault takes place and soon after the nodes converge to 3.5
which is the erroneous average of {1,2,3,4,7.5}. Atk = 37,
node vs is declared faulty by its out-neighbors; this causes
an adjustment because the out-neighbors of node v5 abruptly
remove it from the computation. At subsequent steps, the
out-neighbors of node vs; use the two-hop transmissions
whenever they become available (roughly once every three
time steps); this allows all nodes to converge to V' =25
which is the average of {1,2, 3,4} (with node vs excluded).

V. CONCLUDING REMARKS

In this paper, we have first established a local invariance
property exhibited during its execution by the running-sum
ratio consensus algorithm, which is an existing algorithm
for averaging in a distributed system whose communication
topology is described by a directed graph. We have then
shown how such property can be utilized in designing
distributed schemes for checking whether or not particular
nodes in the system become faulty and start introducing
errors in the computations they perform during the execution
of said algorithm. Finally, we have introduced a shadow-
banning scheme that ensures that nodes that have been
declared faulty are isolated and completely removed from
the averaging computation in a distributed manner.
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